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EXECUTIVE SUMMARY

The objective of this report is to advance the U.S. Army
research program in adaptive control of distributed spread
spectrum radio networks. Under contract to the U.S. Army
Research Office, Research Triangle Park, North Carolina, the
Melpar Division of E-Systems has conducted a one-year study
entitled "On Achieving Network LPI for Spread Spectrum
Communications™ to investigate and recommend methods of
adaptively controlling parameters of spread spectrum
communication links to achieve overall LPI for a network composed
of many such links. The results provide an informative insight
into the interaction between link/network variables. The best
choice of parameter values for optimization of tactical
situations for the communicator and/or the intercepter may be
made based on algorithms developed. Recommendations for further
research are included.

Under this effort four tasks were performed. The first
three were analytical in nature while the fourth was
qualitative. Mathematical models have been developed based on
the fundamental parameter relationships found in DSE Spread
Spectrum links and networks. These computer models provide
numerical results for realistic values of system parameters.
Graphs and "snapshots" of these results have been formulated to
facilitate presentation. Models developed under tasks one, two,
and three are described below and papers which detail these
models are being presented for publication to several well~-known
and respected trade journals. Abstracts of these papers are
included as an addendum to this report.
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1.0 INTRODUCTION

v
"
Rk

1.1 OBJECTIVE i

The objective for conducting the investigation of link/network
parameters under this contract was to analyze and bound the interaction
between key variables treating each as a resource from which a tactical
UHF direct sequence spread spectrum communication network might draw real-
time information to use to adaptively control its own probability of inter-
cept. This information could be used in designing communication systems which
deny or degrade anticipated capabilities of adversarial SIGINT and EW assets.

RN

Continued effort under subsequent contracts is expected to identify techno- KA
logical areas critical to the development of reliable and efficient communica- RS
tion systems based upon adaptive network control strategies. :

The purpose of this Final Technical Report is to document the findings
and recommendations which have resulted from this contract.

1.2 SCOPE j;ﬁﬁﬁf
U.S. Command and Control Communications (C3) can be attacked using a e
variety of C3 Counter-Measures (CscM). During the past decade, we have IR
witnessed the effectiveness and efficiency of foreign SIGINT and EW equip-
ments in military engagements wor1dwide.(1’2’3) The experience gained would
be abandoned if effective measures were not taken to protect the lifelines e
of our tactical fighting forces. The scope of this effort was tailored to S

the contract objective of identifying the combinations of variables nec- 7‘___
essary to achieve protection from adversary attacks on our C3 systems. 1'i3iﬁ

1.3 APPROACH

There were two major components of the approach used to investigate
parameter interaction within a tactical communications and signals intel-
ligence environment. The first component was to identify the key parameters,
model their interaction, and quantify their effects on communication and
intercept ranges. The second component was to generate scenario snapshots
on a macroscopic level bounding parameter interactions in a form which may
be better understood. The essence of this report is the mutually supporting
results of these two components. The investigative approach is depicted in
Figure 1.1.

..............................................
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A

2.0 BACKGROUND

2.1 COMMAND AND CONTROL COMMUNICATIONS

The Air Land Battle 2000 concept proposed for the Army of the
21st Century espouses a highly mobile battlefield in which commanders
will be charged with the orchestration of tactics involving the coordin-
ated services of multiple branches of our armed forces. The command and
control needed to organize these forces will be carried over tactical com-
munication systems. With strong reliance on the individual commander's
initiative and the requirement for rapid reconstitution of forces after an
engagement, the dependence on survivable command and control communications
(C3) cannot be overemphasized.

Spurred into action by the rediscovery and rewording of the C3CM
concept calling for integration and coordination of the major techniques
of modern warfare, the U.S. has stepped-up its development of tactical com-
munication systems. These initial ECCM communication systems included: HAVE
QUICK, SEEK TALK (now Enhanced JTIDS), Combat Identification System (CIS),
JTIDS, JRSVC (now combined with Enhanced JTIDS), and SINCGARS. Interest also
increased in how information might best be formatted, distributed and manip-
ulated in military communication networks. One powerful concept developed in
this area was packet transmitting and switching which promised increased
signalling flexibility on a network basis. Refinements and research continue

in this area.

Although there are a variety of methods available for achieving AJ
protection, spread spectrum modulation techniques have formed the cornerstone
of virtually every AJ system developed by the U.S.

The development of spread spectrum techniques primarily for AJ has not
only reduced the risk in applying these techniques to operational ECCM systems
but has also increased the level of awareness of what spread spectrum modulation
can achieve in the area of LPI radio communications. Of particular importance
now is how the variable parameters of a spread spectrum LPI radio might be ad-
justed to improve the overall level of LPI for a network of radios.

2-1
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2.2 SOVIET C3 COUNTERMEASURES

The Soviets are well acquainted with the theory and practice of AJ
communications as their troops are exposed early and repeatedly to EW ex-
ercises. A study of Soviet unclassified and open patent applications and
literature reveals that they understand the technical issues required both
to deve]op(4’5) and to exp]oit(s) sophisticated spread spectrum C3 systems.

An assessment of the requirements for survivable communications and
an increased awareness of the Soviet Radio Electronic Combat (REC) capabil-
ities can be gleaned from SIGINT and EW successes witnessed during the 1973
Yom Kippur War and many other military actions since. REC capabilities in-
clude numerous radio frequency intercept, radio direction finding, and com-
munication jamming assets, as well as, signal fusion, correlation, templating,
critical node analysis and "hard kill" targeting.

2.3 U.S. RESPONSE

In 1976, a Task Force of the Defense Science Board addressed the subject
of a conventional attack by the Warsaw Pact against NATO. A key aspect of the
engagement was the great numerical superiority of the Soviet forces. Of the
four major recormendations made by the Task Force, one finding focused on the
importance of protecting the C3 systems which command, control and coordinate
the actions of our own tactical forces. The rationale was that good C3
"force multiplier" for us and would help offset the numerical superiority of
the enemy. In 1977 the DSB Task Force on Countering Warsaw Pact C3 was formed.
The Task Force Report was reviewed by a DoD Committee chaired by Adm. Murphy,
U.S.N. (Ret.). The Murphy Comittee report was released in 1979 and among the
results was DoD Directive 4600.4. This directive defines C3CM as "the in-
tegrated use of operations security, military deception, jamming, and physical
destruction, supported by intelligence, to deny information to, influence,

is a

degrade, or destroy adversary C3 capabilities and to protect friendly C3 against

such actions".

2-2
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T 2.4 TIMETABLE

The Army's need for survivable C3 on today's battlefield is the catalyst
behind the rapid development of AJ and LPI systems. Spread Spectrum techniques
have been identified as a key component of these systems. It has been shown
. that spread spectrum techniques can provide a measureable degree of survivability
- against conventional narrowband SIGINT and EW systems.(7) The concern now ex-

pressed by friendly users of C3 systems is the systems' ability to survive in a
rapidly changing environment in which the threat displays a dynamic component
i to overcome the advantages afforded by static spread spectrum systems. This idea
of applying an adaptive C3 response to a changing threat is the subject of current
research in ECCM and LPI for Radio Networks.(s) The survivability of our C3
systems, and hence, our national security, is dependent on implementation of adap-
i tive control/artificial intelligence in these newly developed communication systems.
As such, this task is time critical and must be addressed and a solution must be

found at the earliest possible date.
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3.0 ANALYSIS
3.1 KEY LINK PARAMETERS

3.1.1 ADJUSTABLE PARAMETERS IN THE LINK EQUATION

To develop the adaptive control strategies that allow robust communication
network management it is necessary to thoroughly understand interaction between
key parameters in both the communication link and network. As the adjustable
parameters within a 1ink are often interdependent it is necessary to determine
the ideal combination of variables to achieve the maximum connectivity range to
the intended receiver while minimizing the maximum range available to an inter-
ceptor. Link geometry for any communication channel in the field is expected to
be relatively dynamic. Freezing the action might give the situation depicted in

Figure 3.1
l". $RC
Transmitter 7 Intended Receiver
Ri ?V
Intercept Receiver
Figure 3.1 Expected Communication Link Geometry

Adaptive control over the 1ink might be exercised by the transmitter, the
receiver(s) and/or a transmitter-receiver pair. An analysis of the link equation
is given in Appendix A.




Those terms attributable to and controllable solely by the transmitter
are the transmitted power and the transmitter antenna gain in the direction of
the friendly and/or intercept receiver.

f(Tx) = P, G,

where,
Pt,the power transmitted, is described as the product of the bit
energy , Eb, and the average source information rate, r
aperture size and gain are related by

b Since effective

) 2
G, = 4%n A, /A

where,
Ae is the effective antenna aperture (in square meters),
n is the antenna radiation efficiency of an aperture type antenna
(unitless),

and,
A is the wavelength of the center frequency of operation, the
gain attributable to the transmitting antenna is a function of the effective
aperture, the radiation efficiency and the wavelength/frequency of operation.

Those terms attributable to and controllable by the friendly and/or
intercept receiver are:

f (Rx) = Gr / Lr

where,

Gr is the antenna gain at the receiver end of a 1ink in the
direction of the transmitter,

and,
the term Lr is for the losses /attenuation of the signal due
to the receiver design and is not considered to be easily changed by an
operator.

Whether the receiver is the intended or an interceptor makes no difference
in using unilateral adaptive control as one must contend with the same physical
laws of nature. As with the transmit antenna gain, the receive antenna gain is
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related to effective aperture size, radiation efficiency and wavelength by
- 2
G.=47n A /A

The remaining terms are referred to as link terms and are attributable
to and controllable only by cooperative transmitter-receiver pairs which com-
prise the link.

f(L) = K / (4 R/a )2 R22

where,
lambda is the wavelength of the center/carrier frequency chosen for
link operation. It can be determined from the frequency by A= c/f where c is the
speed of light, 3 x 108 meters/sec,and f is the frequency measured in Hertz.

K is the signal suppression factor, a constant of attenuation determined
by the choice of transmission bandwidth, wss, and receiver baseband bandwidth,wbb.

R is the distance between transmit and receive antennas (in km),

a is the propagation mode term which is equal to 2 for free space propa-
gation and is equal to 4 for typical groundwave propagation,

and the squared term in the denominator is the free space loss/attenuation.

A commonly accepted form of the free space loss equation in dB is

FSL =E41 Rf / c)fl+ L
b Mdb

where,
Lm is the atmospheric attenuation in dB (assumed equal to zero for
the earth's atmosphere.)

R 1is the range,

f 1is the center frequency of operation, and

¢ is the speed of light.

Use of the Longley-Rice propagation model for "Radio Transmission Loss
Over Irregular Terrain" provides propagation l1oss below that of the free space
field based on antenna heights, transmitter ERP, polarization, frequency, soil
conductivity , soil permittivity, the surface refractive coefficient and type
terrain (radiogeology) effects.

3-3
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The general link connectivity equations therefore show that the received jﬁi;:

signal power at the input to a receiver is a function of: :;‘:]

. A

The transmitted power }\§?$

Transmit and receive antenna gains 5\‘$§

Transmit and receive antenna heights EESEE

Distance between transmit and receive antennas *v“f}
Frequency and bandwidth of operation ':j;

Transmitter and receiver hardware implementationlosses, and E
Path 1oss effects due to ground parameters such as refractivity, ,ﬁ‘k_
terrain radiogeology, permittivity, conductivity, etc. 3u1~5

Table 3.1 lists those 1ink parameters found in a communication system
which are considered to be controllable under specific conditions as described -
previously. Likewise, Table 3.2 lists other link parameterswhich are not con- wr
sidered readily controllable by the transmitter, receiver, or by a transmitter-
receiver pair.

Center frequency of operation %Ef;:
Transmitted power :":
Antenna gain in the direction of the receiver (for the transmitting antenna) Al
Antenna gain in the direction of the transmitter (for the receiving antenna) ;;f;f
Transmitter antenna height ﬁakf
Receiver antenna height Eﬁ;i
Spread Spectrum bandwidth (chipping rate) ::;:
Baseband bandwidth R
Polarization of the transmit antenna ﬂ:fi
Polarization of the receive antenna -:’f:
Distance between transmit and receive antennas ""ﬁ
Data rate NN
Antenna effective area S
Antenna radiation efficiency j?fi:

Type modulation

Table 3.1 Controllable Link Parameters in Communication Systems.

'''''''''''''''''''''''
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. Ground conductivity

- Ground permittivity
Ground refraction constant
Average terrain radiogeology
Receiver noise figure

v v,
u‘?~.

"
ot
-

v

F A
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*
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3
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»
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)

v
.

v
P
)

Receiver loss stad

Table 3.2 Uncontrollable Parameters in Communication Systems.

The key parameters in a communication link are addressed individually v,
in the following section. S

~
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3.1.2 INDIVIDUAL PARAMETERS IR
b9
3.1.2.1 ANTENNA DIRECTIVITY, HEIGHT, AND POLARIZATION

A key element in the design of a communication system and/or a radio
frequency intercept system is the antenna. Its impact on the operational

flexibility of the entire system is quite significant. It is fair to say —
that the ultimate success of the communication link is determined more by hOG
the antennas than by any other single category of equipment in the system.(g) Ef%ﬁ%
In this investigation antenna directivity, height and polarization were ex- :21%2
amined and their effects on other communication link parameters quantified. jifﬁ
Figure 3.2 a* and b* provide insight into linear intercept receiver {_
performance as a function of the directivity of the transmit and receive Eﬂ
antennas. It can be shown both graphically and analytically that the re- i
ceived signal power is directly affected by the antenna gains. .

Using decibel units in the 1ink equation(s) (1 and 2 of Appendix A)
gives

(105, Q= (Py)gpy* (6y)gp* (6p)gp* (K)gpt (W)gp~ (FSU)ggn~ (Lgg~ (Ledgp

where, S and Q are defined as the signal power at the input to the
friendly and intercept receivers, respectively,

Pt is the power transmitted in decibels referred to one milliwatt, ~——

Gt and Gr are the transmitter and receiver antenna gains respectively .iii

in decibels, -

K is the interference suppression factor in decibels, S

H represents the antennae height-gain function(s) »« T

FSL 1s the free space attenuation/loss '“Ef'

L js the receiver hardware implementation loss, and I?

Le is the excess loss which is due to a combination of several o

ground and environment variables. %« o

Figure 3.3* depicts the relative change in the signal-to-receiver- 3
sensitivity vs. antenna height for transmit powers of 10 and 100 watts for an N i
air-to-ground intercept link. The significance of this graph is that it .
* Tabular data used to generate these graphs is available in Appendix B. 'ifz
** Note that the quantity (H)yz-(Le)qp 1is often referred to as K, or K;, E;i:
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Figure 3.2.a.

Air-to-Ground Intercept Performance
as a function of Transmitter Antenna
Gain (Intercept Antenna Gain held
constant at 6 dB)

." : ..' -~' * -.' n" -.‘ - -" '. » . . - -. .i.' * .“ .-' - [y --" -.l
-t et . -" ~.'\ ERRAN ~". - - . - . . ., ..' -‘. \-' -.' .
RS ORI

P
Ta

= - PR ‘u'.n‘-
P D B U Rl




R SR RLRARLLLRLARERE R ALRESCa T Eh K4 A 15 230 AL i A A

.......

2R.00

Air-to-Ground Intercept Performance
as a Function of Intercept Receiver
Antenna Gain (Transmitter Antenna
o\ Gain held constant a 1 dB).

1 Figure 3.2.b.
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;E -" demonstrates the capability of an intercepter to overcome the relative gain N

l advantage of using direct sequence spread spectrum encoding (DSE) in a com-

R munication system by raisina his antenna to the appropriate height. From (1)
above it can also be seen that S and Q are directly increased as a function of
antenna heights (in dB).

- Figure 3.4a* shows the effects of antenna polarization on the Signal-to- AR,
Receiver Sensitivity as a function of range for a typical set of DSE Communication :Lfﬂi
link parameters on a ground-to-ground link. As expected,a horizontally polarized ATE.
signal over a groundwave - path is attenuated much more than the corresponding e

I vertically polarized signal. In situations where the intercepter is further SR

‘ from the transmitter than the intended receiver this information could be very B

. useful (assuming the communication link can change transmit and receive antenna e

N polarizations). By comparing Figure 3.4a with 3.4b* it can be seen that the R

! polarization effect is negligible at higher operating frequencies. L

3.1.2.2 FREQUENCY AND BANDWIDTH

. The 1ink parameters of Frequency and Spread Spectrum Bandwidth can be

ﬁ (@ used bytransmitterreceiver pairs to enhance communication system performance .
while minimizing the range over which an intercepter may reliably perform his '
mission of exploiting the link. Figure 3.5 a*, b*, and c* show the performance el

- of a Ground-to-Ground Communication Link, a Ground-to-Ground Intercept link and ﬁfffﬁ

II an Air-to-Ground Intercept link, respectively, for varying frequencies. It should :TL_

' be noted that as the center frequency of operation of a 1ink is increased, the .
signal-to-receiver sensitivity (as a function of range to the transmit antenna)
decreases. Close comparison of Figures 3.5 a,b,and c reveals, for example,

° that a groundwave communication link operating at 300 MHz can communicate out

to a distance of 6 miles. A ground based linear intercept receiver would have to

be approximately 2 miles from the transmitter to exploit the communications link;

_ whereas, an airborne linear intercept receiver would be able to exploit the same

‘_ transmission from a distance of 5 miles. Thus, it can be shown that the operating

o frequency of a spread spectrum DSE communication link can have a significant im-

-

Qj pact on not only the communication range, but also on the range over which the
?j_ signal might be intercepted.

. .

F? * Tabular data used to generate these graphs is available in Appendix B.
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Figure 3.4.a.

Ground-to-Ground Communication
Link Performance as a Function I
of Polarization for an operational
Frequency of 50 MHz.
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Ground-to-Ground Communication
Link Performance as a Function

of Polarization for an Operational
I Frequency of 300 MHz.
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| Ground-to-Ground Communication

_I Figure 3.5 a.
|
T Link Performance as a Function
:'_; : of the Center Frequency of Operation.
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Air-to-Ground Intercept Link
Performance as a Function of
the Center Frequency of Operation.
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Likewise, an analysis of the spread spectrum bandwidth chosen for com-
munication system operation can be adaptively used to affect the intercept
distances. Figures 3.6 a* and b*, are graphs of the Ground-to-Ground and Air-
to-Ground Intercept, respectively, of DSE transmissions as a function of the
Spread Spectrum bandwidths used. As the DSE bandwidth increases, each graph
shows a significant decrease in the intercept range. For example, using a
1 MHz bandwidth will allow approximatelya 55 mile ground intercept distance
and a 20 mile air-to-ground intercept distance; whereas, increasing the band-
width to 100 MHz will decrease the ground intercept distance to approximately

2.5 miles and will decrease the air-to-ground intercept distance to approximately

5 miles. In comparison, the ground-to-ground communication link distance of 5.5miles
and the ground-to-air communication link distance of 21.0 miles will not be affected

by changes in the spread spectrum bandwidth.
Combinations of frequency and bandwidth can be chosen by a transmitter-

»
receiver pair to optimize the range of cormunications while minimizing the intercept e

range.

3.1.2.3  TRANSMIT POWER

Control of transmit power is a classical technique used by tactical com-
municators since radios were first introduced into military forces. Figures
3.7.a* and b* show the effects on Ground-to-Ground and Ground-to-Air communications
links, respectively. Likewise, Figures 3.8.a* and b* show the effects on Ground-
to-Ground and Air-to-Ground linear receiver intercept links for the same transmit
power settings. Assuming a communicator desires to pass traffic to a receiver
5 miles distant from his position, the options available could have a significant
impact on his transmitter's battlefield 1ife expectancy. Figure 3.7.a. shows that
using a 100 w transmit power for this link he may pass his message directly to his
intended receiver located 5 miles away. Unfortunately, Figure 3.8.a. shows that
a Ground based intercepter would be able to intercept the transmission up to ap-
proximately 2 miles away from the transmitter and, even worse, Figure 3.8.b. shows
that an Airborne intercepter would be able to intercept the transmission up to
approximately 5 miles distance. However, if the communicator chose to have an
airborne platform relay his transmission to his intended receiver then Figure

* Tabular data used to generate these graphs is available in Appendix B.
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i Air-to-Ground Intercept Link
Performance as a Function of

- Communication Link Spread Spectrum
Bandwidths.
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Ground-to-Ground Communication ~ -
Link Performance as a Function O
; of Transmit Power. S
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3.7.b. shows that he could use 1 watt transmit power and an airborne relay could
be up to 5.5 miles distance from his position. The airborne relay could, also
using Figure 3.7.b., retransmit the message to the intended receiver up to §
miles away using only 1 watt of power. Note that Figures 3.8.a. and 3.8.b. do
not have curves for 1 watt transmit power. This is because they are both unable
to intercept the 100 MHz bandwidth DSE communication 1ink at distances greater
than a half-mile when its transmit power is only 1 watt. The implications of
this are twofold in that it shows that power should be lowered to the minimum
output required to get the message through and, of even greater importance,is

the suggestion that relaying the message through an airborne station in a net-
working arrangement could reduce the probability of intercept and the required
transmit power. It must be noted that several assumptions were made to produce
this scenario but the implications of it should not be adversely affected by them.
(The 25 variables used to produce Figures 3.7. and 3.8 may be found in Appendix B.)
Care must be taken, however, to not draw premature conclusions from the pre-
ceeding data as only linear intercept receivers were used. Tables 3.3 a . and
b. show that the link is not totally immune to intercept if the adversary is
using non-linear intercept receivers. Table 3.3 2 examines the performance of
ground-based non-linear intercept receivers and Table 3.3 b examines the per-
formance of airborne non-linear intercept receivers. The grim conclusion which
may be drawn is that the 1 watt transmission may be intercepted out to a range
of two or three miles depending on the type non-linear receiver being used for
intercept.

3.1.2.4 GROUND CONSTANTS

The ground constants considered in this investigation included surface
refractivity coefficient, surface conductivity, surface permittivity and
the terrain radiogeology. Two of the four parameters, refractivity and radio-
geology, showed nominal effects on system performance. As the system has no control
over these ground constants,only a cursory analysis was done on them. Figure
3.9* shows a difference in the Ground-to-Air communication path length of about
25% over the surface refractivity range of 250 to 400 N-units.

“ls % Tabular Data for this graph is available in Appendix B.
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Figure 3.9

Performance as a Function of Surface

Ground-to-Air Communication Link
Refractivity Coefficients
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Cj:; The Terrain Radiogeology, likewise, will cause a nominal change in the
communication path as evidenced in Figure 3.10* in which the radiogeology is
varied from 100 to 400 on a ground-to-ground communication link.

3.1.2.5 PROPAGATION MODES

Throughout this investigation three modes of propagation have been assumed:
Ground-to-Ground, Ground-to-Air, and Air-to-Air. As a convention, tabular data
representing these three modes is listed under the headings R-Fourth, R-Squared,
and Free-Space, respectively. In ground-to-ground propagation the attenuation
is due to free space and excess losses and the signal density is understood to
spread at a rate of 1/R4 where R is the distance from the transmitting antenna.
In ground-to-air (and likewise, in air-to-ground) propagation the attenuation
is also due to free space and excess losses but the density spreads at a rate
of 1/R2. In the free space field there are no excess losses, therefore, the
attenuation in air-to-air communications (at sufficient altitudes) is due to
free space losses and 1/R2 density spreading. There is no clear distinction

(0 between the actual propagation modes; nevertheless, for analytical purposes
it has been assumed that these conventions are avalid representation which can
be used.
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Ground-to-Ground Communication
Link Performance as a Function
\ of Terrain Radiogeology.
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= 3.1.3 ISSUES CRITICAL TO DESIGN AND USE OF COMMUNICATION AND SIGINT SYSTEMS

3.1.3.1 POWER CONTROL AND NOISE LEVEL PLANNING

The planning of a link in terms of power and noise level is best done by
means of a level diagram(lo) between transmitter and receiver. In addition to
those parameters in paragraph 3.1.2 above, an overall signal-to-noise ratio
improvement is also possible through the use of wideband modulation methods,

, which permit a trade between transmitted bandwidth and signal power. Sum-

i marizing the systems planning procedure for noise performance, it may be seen
from the level diagram in Figure 3.11 that it is best to start at the right
from the S/N ratio required by the user and express all noise performance fac-

- - . . r,
TrR e
. S

;; tors of the subsystems in decibels (dB) of power ratios (where dB=10 1ogloE%g%£F9%%).
b’ By adding noise improvement or subtracting loss it is thus possible to arrive
L at the needed transmitter power for a given connectivity distance.
3.1.3.2. MODULATION FORMATS
0.,_ Most real communication channels have very poor response in the lower fre-

quency ranges and hence are considered to be bandpass channels. To transmit dig-
ijtal data over bandpass channels, the information bits are transferred to a car-

: rier frequency for transfer over the channel. Digital information can be impressed
-i upon a carrier in many different ways, each of which deterministically modifies

j the phase, amplitude, or frequency of the carrier wave in a relatively simple

54 manner. There is a price to pay for this simplicity and it can be measured in

; required bandwidth and/or required power compared to more complex techniques.

® When bandwidth is not a major consideration, digital modulation schemes perform
well with a minimal amount of hardware and an inate degree of immunity to channel
perturbations.

The function of a receiver in a binary communication system is to distinguish

- between two or more transmitted signals in the presence of the ambient noise

if background. Performance measurement is done by calculating the probability of

ﬁf error within the transmitter-receiver link and the receiver is said to be of ST
T optimum design if it yields the minimum probability of error. The receiver makes ‘fﬁlﬁf
r. errors in the decoding process due primarily to the noise present at its input. _.,.!ﬂ
. ]
' J
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The error probability will depend on several parameters: the signal power at
the receiver input, the noise power spectral density at the receiver input,
the data rate, and receiver parameters (such as filter transfer function and
threshold) determined by the modulation format chosen.

By holding all but two variables constant one can make useful comparisons
of the digital modulation techniques, based on the function of one variable in
relation to the other,to determine the one technique best suited for a particular
situation. Optimization over two or more variables could provide the user with
the best modulation technique for his application.

These general choices of situations are:
- Power requirements
Immunity to noise and channel impairments
(i.e. nonlinearities, jitter, fading, frequency offset)
Equipment simplicity
Data rate
Probability of error
Bandwidth

Figure 3.12 gives a typical plot of the probability of error versus SNR at the
receiver input. 1 In a later effort an analysis of the maximum intercept
range should be provided as a function of the modulation scheme chosen.

10 "1::1::::jf§ T 71 T 1 T 1
1072 E\\ \
103 \\\ \\
Noncoherent
, Qherenl ASK ASK
10-4
\ Noncoherent
Coherent PSK FsKk
10 5 \
|
0 6 Coherent FSK —
|0711114111&\\J J\\AJ
0 dB 1

4] [ 1
SIN = A21,127;

Figure 3.12. Digital Carrier Modulation Schemes
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3.1.3.3. ANTENNA DIRECTIVITY AND PATTERN

A widespread misconception about antennas in radio frequency communication
systems is that maximum antenna height provides maximum connectivity range.
For a given frequency this is true up to a certain height above which gaps
occur between the lobes of the antenna pattern (See Figure 3.13). These lobes
are three dimensional contours of equal field strength between which inter-
ference patterns dominate causing destructive phase reversals. It has been
proven through analyses and app]ication(lz) that the range of gapless coverage
(connectivity) may actually be greatly increased in many cases by lowering the re-
ceiver antenna height. When one is working with frequencies in the VHF and
lower UHF ranges over moderate distances the error in assuming that gapless
coverage increases with antenna height is often made by communication system
operators.

3.1.3.4 SENSITIVITY ISSUES

controlling communication 1ink and network parameters requires a thorough
understanding of practical trade-offs which must be made within the system. A
key issue to consider is the relationship between receiver noise figure and sen-
sitivity.

The sensitivity of a receiver is a dependent parameter that must be defined
with knowledge of the system bandwidth and the required SNR at the receiver input.
Practical system sensitivities are listed in Table 3.4.

BANDWIDTH SENSITIVITY (dBm)
100 KHz -104
1 MHz -94
5 MHz -87
10 MHz -84
30 MHz -79
100 MHz -74

Table 3.4 Sensitivities of a 20 dB Noise Figure Receiver at 0 dB Signal-to-
Noise Ratio
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Vertical dipole antenna with center 1/2 Vertical dipole antenna with center
wevelength high, 1-1/2 wavelengths high.

Figure 3.13 Vertical Angles of Radiation for a Half-Wave Vertical
Antenna (9)
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Noise places special requirements on receiver sensitivity. Though noise iﬂii

sources are numerous, the primary source of it is movement of current through S

s . . . . AN

resistive networks which causes "thermal" noise. The thermal noise power is AN

e

a function of the system bandwidth, resistance, and operating temperature. The }Q:z

1 3 o.. '-':'n‘

formula for noise power is e
P=KTB N

where

is defined as Thermal Noise Power in watts o
. . . -23 watt-sec R
is defined as Boltzmann's Constant (1.38 x 10 g ) P
is defined as Room Temperature (290°K) T
is defined as Receiver Bandwidth in Hertz

© -4 X O

For Example:
For a 1 Hz bandwidth, 290 degrees Kelvin and 50 ohm system

the thermal noise Power, ,_1.38 x 10 -g 290 x 1 _ 4 602 x 10718 milliwatts -
1x10 .
= -174 dBm R
e s important to note that the average distribution is constant across the - .-

VHF-UHF communication frequency - :1ge thus requiring no adjustment due to system
frequency of operation. It is generally accepted that the thermal noise power

is dependent on the receiver bandwidth and effective temperature. In practical ‘
systems the ambient temperature is used and the noise power is considered a func- e
tion of the receiver input bandwidth. L

Users rate circuit noise performance in terms of the noise figure (NF).
Noise figure is noise in dB added to the received signal due to the reciever
design. It is strictly a function of the receiver hardware design and is not T
considered an adaptive parameter for link and network purposes.

In determining receiver sensitivity four factors come into play: the
thermal noise, the receiver noise figure, the bandwidth at the receiver input
and the required system SNR. N

Sensitivity = -174 dBm + NF o + (10 log,g Bw(Hz))dB + SNRyp RN

s . .
LR tel . o
.......

Londs o il it o 8 s




where,
-174 dBm is the best theoretical performance that could be obtained
in a 50 ohm system at room temperature with no other degrading factors.

NF is the degraded sensitivity due to receiver noise.

10 ‘Iog10 BW is the change in noise power due to change in bandwidth.
The wider the BW, the greater the noise power(the higher the noise
floor).

SNR is the required signal-to-noise ratio due to other system re-
quirements such as the bit error rate (BER).

For example:
Assuming a receiver with a 1 MHz BW and 20 dB Noise Figure with a required
output SNR of 10 dB, the equations for sensitivity can be expressed as

6
S -174dBm+ ZOdB + 10 Tog (1 x 10 )dB + lodB

174 4gnt 2045 + 604 + 1045

-84 4Bm
Note that the lower the acceptable SNR, the better the sensitjvity must be.

If the SNR could be lowered to 0 dB, where the signal power would equal
the noise puwer, the sensitivity required by a conventional receiver would be:

S= -17445, + 2045 * 6045 + Oy = -944ppy

If the bandwidth were reduced to 100 KHz while retaining the same input
signal level (-94dBm), the output SNR could be increased:

= 5
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3.2 AN ANALYSIS OF THE POTENTIAL FOR FREQUENCY HOPPING

The maximum intercept range may be limited by hopping
pseudorandomly in frequency over the operational communication
frequency spectrum. This analysis compares the LPI achieved by
hopping and non-hopping spread spectrum radios. It begins with
assessments of the effectiveness of linear and non-linear
intercept receiver operation against non-agile DSE spread
spectrum communication links. It concludes with an analysis of
the effects of pseudorandomly controlled frequency agility on

intercept receiver performance.

3.2.1 LINEAR RECEIVER OPERATION AGAINST A DIRECT SEQUENCE
ENCODED LINK

A Direct Sequence Encoded (DSE) spread spectrum waveform
spreads the transmitted power, P, over the chipping
bandwidth,wss,such that the average signal power spectral
density, Sppgp: is approximately Pt/wss watts per hertez.

A linear, Fourier intercept receiver such as a conventional
scanning superheterodyne receiver, compressive receiver, or
digitally tuned receiver having a frequency resolution of A £
hertz will receive the following approximate average signal power
in a single receiver resolution cell:

P_ G, _ G_, Kaf
Sgpe = _t_tr °rt

(4IRY L R3~2 W

=(10 log Pt)dBm +Gtr(dB) +Grt(dB) +{(10 log Af)dB +(10 log K)dB

e
Ly (ap) -~ [(3=2) (10 log R}l - (10 log W) 4p

where
Af is defined as a resolution cell bandwidth

W is defined as the spread spectrum

ss
bandwidth(chipping rate)

Sgrc is defined as the approximate average signal
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- R power in a single receiver resolution cell. k

., The average thermal noise power spectral density'at the
receiver, Nppgp., is given by

i N KTBN fo
APSD = N (watts/hertz)
‘ ss

= 10 -
( log KTB)dB + (Nfo)dB (10 log wss)dB

Likewise, a linear Fourier intercept receiver having a frequency

F- resolution of Af hertz will receive the following approximate
2 average thermal noise power Ngp~ in a single receiver resolution
cell:
TBN A
N - K fo £ _ KTwss Nfo ot _ KTN Af
SRC = = fo
W W
o ss ss
(o
= (10 log (KT) )dB + (Nfo)dB + (10 log Af)dB
where
K is defined as Boltzmann's constant .
T is defined as absolute temperature
Ngo is defined as the noise figure of the receiver
B is defined as the receiver noise Bandwidth=Wgg

Weg is defined as the spread
spectrum bandwidth(chipping rate)

The Average Signal Power Spectral Density to Average Noise
Power Spectral Density Ratio, (SNR) A f in a resolution bin at

the receiver is given by
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-.'../-.‘ (SNR) Af =

..........

sSRC =Pt Gtr Grt: Kaof 1 .
Ngre (4ﬂR 21 R3? g KINg, &
r SS
A
= Pt Gtr Grt K
2 a-=-2 7
(4ver) L. R Wog KTN

+

(10 log P,) + G + (K) 4p

tr(ae) ¥ ®rt(aB)

(FSL)dBm -(Lr)dB -[(a=2) (10 log R)]dB - (10 log wss)dB

(10 log KT)4p - (Ngo)gp

The resulting performance of the linear intercept receiver is as
if all the transmitted power is being intercepted requiring a
receiver analysis bandwidth or resolution bandwidth equal to the

DSE bandwidth of wss hertz.

A useful indicator of a communication system's performance is the ef-
fective range of communication. Using some appropriate criterion (speech
intelligibility, symbol error rate, etc) a minimum acceptable value for this
power ratio in a linear receiver can be specified. '

Corresponding to any value for the appropriate criterion a minimum SNR
can be chosen. For the minimum required SNR to produce the appropriate criterion
value there is associated a maximum value for range Rtr' This is called the
effective range of communications; thus

Rtr> Ry psmax (SNR) < (SNR)min (insufficient connectivity)

Rep ¢ Rypsmax = (SNR) > (SNR) . (sufficient connectivity)

R:‘a: _smax Pt Gtr Grt

2
(5,_1) Lr Noi wss (SNR)oi
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Clearly, from Ry, max above, against linear Fourier intercept
receivers, the best tool a communication link can use is to lower
the intercepter's received SNR by any combination of means
possible. It has been shown in section 3.1 above that many
parameters may be adjusted by the communicators to accomplish
this.

3.2.2 NON-LINEAR RECEIVER OPERATION AGAINST A DIRECT SEQUENCE ENCODED LINK

As it has been shown that the performance of a linear Fourier intercept
receiver such as a scanning superheterodyne receiver, compressive receiver, or
a digitally tuned receiver having a frequency resolution of Af is adversely
affected by small changes in several readily adaptive parameters, it is expected
that the intercepter will enhance his capability by choosing non-linear inter-
cept receivers such as radiometers, correlators, and frequency doublers. Analysis
of the performance of these non-linear intercept receiver techniques follows.

For generality, assume that the intercept receiver is non-linear having an
output Signal-to-Noise Ratio (SNR), given by

B (sw.)' T Wi

(sn), = .
+ L o)
where,
Tz is defined as the integration time of the non-linear receiver ‘jii‘."

w“is defined as the intercept receiver RF bandwidth (assumed

equal to the total DSE waveform bandwidth) _

d and 8 are defined as constants depending on type detection receiver
chosen (See Table 3.5)

(sua,,,) is defined as the input signal-to-noise ratio in a resolution
bin at the intercept receiver where the resolution bin
is considered equal to the total DSE waveform bandwidth,

W__.

SS




General Formula

43 ("~“*();z 7:; L/;s

S”Ra 2 6
I t < ("“M)

NON-LINEAR RECEIVER TYPE A B
Total Power Radiometer 0.5 1.0
Dual Channel Correlator 1.0 2.0
Single Channel "Delay" :

Correlator 0.5 0.5
Dicke Radiometer 0.25 0.25

°
"» *  Table 3.5 Values of & and B for Several Non-Linear Intercept Receivers

A non-linear intercept receiver such as a radiometer, wideband channel-
ized correlator, or frequency doubler having a frequency resolution of wss hertz
(equal to the total spectrum in which the DSE waveform can be found) will
receive the following approximate average signal power in the receiver:

Svl Pg Gtr G'rt Uu Pe Ger G‘n
(13 - :
(rr/2)* L, R* Wy (+=/2)2 L, R® L
where y
Nss js defined as the frequency resolution of the receiver .
in the numerator,which is assumed equal to the spread - ﬂ
ORI

spectrum bandwidth in the denominator.

S is defined as the approximate average signal power in the
.1 non-linear receiver bandwidth of wss.
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The average thermal noise power spectral density at the receiver,NAPSD, is
the same as that for the linear receiver, again given by
T B N
uf te (suths /herts

NA psp = N’
$

Opposed to the linear Fourier intercept receiver which has a frequency
resolution of af hertz, the non-linear intercept receiver is assumed to have
a resolution of Nss equal to the spread spectrum bandwidth. As such, the non-
linear receiver will receive the following approximate average thermal noise
power,Nw :
58 N KT B Ney, Wes KT Wss Npo Wsg
Wes * Wi, Wss

= KT Nfo “/58

The average Signal Power Spectral Density to Average Noise Power Spectral Density
Ratio (SNR)w at the receiver is therefore
$s

S Wes . Pt Glf G't
Moy, (he/)2 L R K T A Wes

Comparison of (SNR) to (SNR) reveals that the input signal-to-noise
wss Af

ratio at the receiver is equal for linear and non-linear receivers. As the
radiometer, correlator, or frequency doubler is a non-linear receiver,the
signal-to-noise ratio at the point of detection (SNR)pod rather than at the
receiver input, must be computed. This is due to the fact that the (SNR)pod
is a function of the product of integration Time Ti and spread spectrum band-
width, wss. For generality, one can assume that the intercept receiver has a
SNR at the point of wideband signal detection of

.....................

..........
............
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where

T+ is defined as the integration time of the non-linear

receiver,
\ A and B aredefined as constants depending on the type of non-linear
l receiver chosen.
Using the quadratic formula and some viable assumptions (SNR)in can be
evaluated.
E : 3
. T 2
AR Ty Wes
i SAR t.4 / Ig(mg )a-f- $ Trllgg o SAR
‘« = r Pod IVss PR
B u Tp Wss Q4T Ws
§

SNR p 4 hay -J;S (unu)a + ¢ T3 Wy o SAR,

Ak Tz l\/“

et

J ] ¥ \[@ ("‘“m)a*' ¢ Ty Wes «* (s0Rg)

$NRpd
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| 2 t Tz Wes o3
: R SAR pd
: SAR,, ©
N A7z Wss £
‘ But only one of these two roots will give a useable (SNR)in value. That is:
.
;- ¥ Tz Wss o2
| + | +
S £ (ENRp.y)
y SNRw =
i Ty Wsg &
% 8o ATz Wss
’ SNR "‘

I From previous discussion it should be understood that
SNR,, = SHNR NVgg for the non-linear receivers.
hd
A Therefore, SNR,, * Pe Ge; Ge

a

(/02 Ly RE K TA, Wes
g
'-:. The intercept range can therefore be determined for non-linear receivers as
< Pe Ge: Qe
> a
= ]
‘ Ry ('”'/7‘) Ly KT Ne, Wsg SR,
»
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4-tz‘dgg da
& (sNRe,d)

(w/3)’ (‘”"N) ( Lr) (x T”r.) [ +
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RI will be the maximum possible intercept range of a non-linear receiver if
(SNR)pod is the minimum SNR with which interception of the signal may be achieved.

From R:an analysis of the intercept range of a non-linear receiver may T
be conducted. Maximum intercept ranges can be plotted as functions of: o

The attenuation component on the propagation path, =
Power transmitted, .
Transmitter antenna gain in the direction of the intercept receiver, »
Intercept receiver antenna gain in the direction of the transmitter,
Integration time at the intercept receiver,

Type of non-linear intercept receiver used based on & and & values,
Signal to noise ratio at the intercept receiver's point of detection,
Intercept Receiver Loss,

Average thermal noise power spectral density at the input to the
intercept receiver,

.....................
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Operating frequency,
Receiver Noise factor, and

Effective temperature.

Once again, as with linear intercept receivers, against non-
linear intercept receivers the best tool a link can use is to
lower the received SNR.

} Figure 3.14 provides a comparison of the performance of a
¥ linear intercept receiver with that of the non-linear Total Power
i‘ Radiometer, Squarer-Frequency Doubler, and the Dual Channel

L Correlator when they are used aginst the same 100 MHZ bandwidth
: DSE signal. Clearly the non-linear receivers outperform the
’K linear intercept receiver. It is important to note that the non-

%i linear receivers work even with a slightly negative input SNR.

§ 3.2.3 THE EFFECTS OF PSEUDORANDOMLY CONTROLLED FREQUENCY
AGILITY

L ] . . . .
LR Intercept receiver performance, as discussed in the previous

- two sections, is dependent on numerous other variables. For

- reasons previously given, linear intercept receivers were

- determined to be much less effective than non-linear intercept
receivers against DSE spread spectrum signals. As such, use of
linear receiving devices is not expected to be a viable
alternative for development of spread spectrum intercept systems
with today's technology. On the other hand, non-linear devices

such as correlators, convolvers, radiometers, etc. are in )
existence today and it is expected that their capability to :fﬁfﬁ
intercept wideband signals in the RF spectrum is at least as good

as their capability in the radar ranges at higher frequencies
where they have proven to be an effective approach for the past T

" few decades.

A close look at the range equations given in the previous

section reveals that the intercept range R; is a function of the

= ' time, T;, over which one might integrate the received spectrum.
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RI _ a 2 Pt G, ¢
2
(4_1;) (SNR_ q) (Lp) (KTNg ) 1+
Decreasing the integration time, Ty, below the time over which 1:3'

the background noise can be expected to reasonably stay constant,
will, in turn, decrease the range over which a non-linear

intercept receiver can operate.
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%in 3.3 PROPAGATION MODELING oo
ot R
3.3.1  THE LONGLEY-RICE IRREGULAR TERRAIN MODEL RS

The Longley-Rice Irregular Terrain Model was developed as a computer Eﬁ;ﬁ

method for use in calculating radio transmission loss over jrregular terrain. ﬁli:

This method may be used to calculate transmission loss for very specific paths o

and terrain characteristics but proves most useful in those cases where only a 13#3:

general terrain profile is available. The predictions obtained from Longley-
Rice have been confirmed using field data collected for a variety of frequencies,
antenna heights, distances, and terrain contours. Transmission loss is cal- o
culated as a function of distance. B

This model has several characteristics which make it useful in predicting e
radio transmission loss. It is quite adaptable and can be used with a broad fre- S

quency range (20 - 40,000 MHz)a large assortment of antenna heights (0.5 to 3,000 m), monE
and over a vast distance range (1 to 2,000 km). Terrain contours include all types ;f}f
from water or very smooth plains to extremely rugged mountains. Results obtained i:i'
from this method are supported by empirical data collected worldwide. The method e

also considers such factors as surface refractivity, ground conductivity, ground
permittivity, and others, weighting each as appropriate for the given distance,
frequency, antenna heights, and terrain. (13)

However, there are certain peculiarities of the Longley-Rice method which
result in less than optimal predictions for wide-band spread spectrum radio com-
munications. It was developed primarily as a tool to be applied to narrow-band iu{f
radio signals. Consequently, there are distinct inadequacies in several areas .
such as wide-band signal attenuation, vegetation effects, and effects resulting
from spatial arrangement of receivers and time-variant mu1tipathg4) In the current
effort, forlack of a better model, Longley-Rice was applied. Although the
Longley-Rice ITM has proven effective in our research into the various radio
signal propagation modes, it has become apparent that in the advent of newtech-
nology the method is becoming increasingly limited in its applicability. In
conclusion, it is strongly recommended that continuing research to develop a
general wide-band signal propagation model be undertaken.

..........................................................
............................................
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.....................
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3.3.2 SOFTWARE OVERVIEW sTa
The model incorporates the Longley-Rice ITM as the basis for the com- :ﬁE?
putation of the excess loss figure. There are some modules which perform 5 &
succeeding calculations based on this figure. Others do not use this excess PR
loss figure. Those modules of particular significance will be described further. o,
Receiver sensitivity is computed for the communications receiver as well 'ﬁ

as for both linear and non-linear type intercept receivers. This sensitivity -}1
value is independent of the signal propagation mode. -
Three distinct signal propagation modes are explored: ‘ :
(2) Air-to-Ground S

(3) Ground-to-Ground 2o

Signal-to-sensitivity ratios are computed for the communications and intercept
receivers for each of these modes of propagation.

The signal-to-sensitivity ratios are computed as a function of range for
both the communications and intercept receivers. The communications receiver is

i

assumed to be linear while the intercept receiver may be linear or non-linear. :
Five specific types of non-linear intercept receivers are examined. These in- j:;y;
cluded the total power and Dicke radiometers, the single channel “delay" and —
dual channel correlators, as well as the squarer frequency doubler. Graphs :
of signal-to-sensitivity as a function of range were produced using the R
Versaplot - 07 graphics package which is a product of Versatec. Versaplot- :};5
07 is designed to allow the user to write graphics programs for the Versatec -
family of electrostatic plotters.
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4.0 NETWORK ANALYSIS

4.1 INTRODUCTION

Research under this effort addresses how to control spread spectrum
communication system parameters in a link and network sense to achieve an
improved measure of LPI. This section addresses network parameter inter-
action where the issue is how to control spread spectrum links on a network-
wide basis.

The communication network concept for future battlefield operations
envisions multiuser, physically dispersed, dynamically connected networks
which possess an inate degree of survivability. The tactical military units
of the future are expected to operate as independent islands rather than along a
conventional front where units traditionally stood shoulder-to-shoulder. As
such, reliance on communication network survivability is tantamount to the
success of this nodal plan of operations. Due to the vacillating connectivity
anticipated in the battlefield communication network of the future, a dynamic {f.5§
control technique is essential.

A Direct Sequence Encoded (DSE) network is composed of communication
links each of which is controlled by a pseudorandom code. To increase through-
put in the network the pseudorandom codes used for the communication 1inks
are chosen so that they will limit mutual interference. The necessity for this
arises from the fact that mutual interference gives rise to an increase in
bit error rates. Adjustment of several parameters within the transceivers S
can provide maximum communication range with a high probability of connectivity .
while simultaneously providing minimum intercept range and low probability s
of intercept by unintended receivers. The optimized communication network
using DSE spread spectrum signalling techniques, adaptive network control,
and sophisticated hardware will present a formidable problem to the signals
intelligence and to the electronic warfare assets of tactical adversaries on
the battlefield of the 1990's.
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In this study of network analysis an evaluation was made in three areas
of interest:

1. Air-to-Ground Intercept (Section 4.2)
2. Ground-to-Ground Intercept (Section 4.3)
3. Air-to-Air Intercept (Section 4.4)

These three modes of propagation can be used to characterize any communication
network in its entirety.

Outlining Air-to-Ground Intercept and Ground-to-Ground Intercept, we
analyzed the power of the transmitted communication signal at the communication
receiver, denoted S, the power of the transmitted signal received at the inter-
cept receiver, denoted Q, the communicator's interference power from one friendly
transmitter, denoted I], the total interference, denoted I, the interference due
to the 1Eh source at the intercepter, I]Q, and total interference of the intercept,
IQ. For one to communicate,

S210 I.

Solving this equation, we could graphically show when communication is possible.

In order to intercept:
Q210 [N, + 19]

where Ni is the thermal noise. Solving for this equation we can find the area
in which interception can be avoided.

A synopsis of how the curves relate and given ar.: . where there is “com-
munication with no interception", "communication with intercept", "no communication e
with intercept", and "no communication with no intercept" are summarized graph- e
ically in Figure 4.1, generic snapshot format. .

In Air-to-Ground Intercept, Section 4.3, when working with the interference
at the intercepter, IQ, we studied three separate cases. Case one is when the
interceptor is standing-off and is interference limited, in Case two, the inter-
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| - ceptor is standing-off when not interference limited, and Case three is when

) the interceptor is over the communication network. The assumption of Case one

t being interference limited was mathematically proven. Us
; Following Section 4.2 and 4.3 will bea graph that will show the inter-

l ceptor is interference limited, plus the scenario snapshots for Air-to-Ground

Intercept and Ground-to-Ground Intercept respectively. Section 4.4 will be
discussed briefly, with little analysis.
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4.2 AIR-TO-GROUND INTERCEPT

R The power of the transmitted communication signal at the communication
I receiver, denoted S, is given as the following expression:

S-= rG‘mGﬁT (1)
@ ke [ Retle

where }'z,

¥ ’PT =Transmitted Communication Power
(e =Transmitter Antenna Gain in the Direction of the Communication
Receiver (relative to omni)
Gtr:Corrmum'cation Receiver Antenna Gain in the Direction of the
[ Transmitter (relative to omni)
’ A =Wavelength of center frequency of the communication signal
Ke =Constant of attenuation
Re, =Communication Distance

i ‘o Le =Loss at the Communication Receiver.
i glﬁl : N .2
From propagation curves, the value of Ke is 37.4dB, in units of 1/mi.".
i Define
. 2
. where ™M

‘R; is the radius of friendly radio net operation
: A is the area covered by the network
M s the total possible number of simultaneous transmitters

As the number of users in the network gets larger, the average range of the
friendly communicator decreases.

<kl A 1" ®)

] Assume

AZ %7 Sg miles
= 5026.5S sz.wls
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Substituting into (1p)

LR = [SQ_z_/e.ss]z
™M

e_25b ,:\LIQ >

i LRe> = 0%
- M>

n letting 4 4
». Grg = O4B<ko £ 300MHe <Re> = Re

Got ~0aBeko s C.AFx 10 stafibe mi

[!4_"7);’:&} - 105 (ymi?)

Le = bdB - lO'6

and substituting into equation (1)

?' S= (000 MR
" 1012.354 )O(.Al lob

; S - [433x10%° ] M*Fr (2) 1

. 1' ‘. .'. .'. . ‘.“-

" -
N - e T e e e e e Tt e e e e e e e e T T e e e e L '.'. K
RS .‘.' . T, e, A A TR AR PO DI LR A D R \ NN L T R AT C I e ,.'»..'\ N
B Pl Bl Tl Ll ol ot it ediendis ZaMata®a salaty ety gty by t gy g ) b i o PR P T, PP PG PL ST RY ST W W




) The power of the transmitted signal received A :
at the intercept receiver, denoted Q , is defined as the following:
Q= B Gl Wx (3) SN
(A4r) Re* Lz Wss o
2_2;
where i
G'l:=Transm1:tter Antenna Gain in the Direction of the Intercept
receiver (relative to omni) :
GIT =Intercept Receiver Antenna Gain in the Direction of the .
transmitter (relative to omni) PN
WI =Intercept Bandwidth “ .. A
"Rx =Intercept Range o
Lx =Loss at intercept Receiver
7 Wss =Spread Spectrum Bandwidth R
Ve
Q= BWr Gzt (4) Tl
Was Ar Ro || RS
A
assuming
Grz« 0dBs 1O
ob ~
Gzr- bdB: 10 )
4-7 S
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At an intercept range of 10 miles,
2

ArBz| -

(5)

= 4.09%10° T

Substituting into equation (4), and using a 3 dB intercept receiver loss

Q=FRvw: | _)(0*)
Wss (4.oql?|o'°)(1o“5'

Q=[4.99x10"] v ® 7
Wss S

Next we need to look at the communicator'sinterference power from one 3
friendly transmitter, 1y , given by SRS

E_G_L“ﬁai Wep (7)
(‘4"’“';:1 Rl—}_ Lc ZWSS

o
. i f
. N ‘,", "q"r PRI

where _T'_;
. (;EJL= Transmitter antenna gain in the direction of the communication R
4 receiver (relative to omni) o

(}!{i = Communication receiver gain in the direction of the friendly
transmitter (relative to omni)

Baseband bandwidth
Constant of attenuation

3

£

R, = Friendly transmitter distance Ei T
e

+
(o o]
'

L L ]
RN ) .")'J'J'J Al N
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Letting
Gre = OdB =10 £« 300 n1: -

GrrF = 0d® « 1.0 = &y 100 stutide wiles -

[ @Yk, |- 107 - Sh

L = >

e = bdB=0°

and substituting into (7)

v e Ty
3
A

T,= (0™ ™YL\ (B Was (6 g
‘RF: 2\0& B

= [55%x15™ /it /B Waa =
Re, Wss -

L
=[S5ex10™] PrWes > 1
Wss Lei ?\F: )

where

L= PM = Actual number of simultaneous users

M = Total possible number of simultaneous users

P = Probability of being onthe air (User Dutv Cycle) T
Let

’R& = O<L<RF> where,e{, = attenuation at range, Rp —
4-9 s
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f

and substituting into (9)

i 1

: L= 556%10" BWes |2

: Wss &1 "‘1.<‘RF>
i

: =55 %10" MR we |5 _|
' 250 x IOB WSS 4=l “L
r -20 L

. = 21TXI07° M*Rrwes | i

g Wss ey

L
I= 2.17x0% _PM3Prwes J | 3 | (10)
WSS L 1+l Xy

If cf= minimum standoff distance and 3 +5 = maximum standoff distance then,

Assuming &y s uniform on EJ, 3+§]




and substituting into (19),

I1=211%10% PM*RWes _| (12)
Wss 9813

In order to communicate, assuming that the communicator§ receiver is
interference limited and not thermal noise limited, (this is virtually always
the case)

S>I10T

Substituting for S,(2) and I, (12)

[4.33x10%] M2% 200)[27x10%] PM*R Was
WSS q{x_

[4.35x 10%] 2 [2.41 x10%°] PM Wee
“Wss dx

Wss >[s.57x10"] 251,_\9'156_
X
Assume,

‘VJBB =7;1C)k:H2?
A

Therefore,

Wss > [ 111 x10*] PM (13)

J‘S “ (To Communicate)
X

R
:::tl: -,3

)

MRS N
> 'r
S
‘. 4 Yy
M ;:.\:.-
F_\

,,,,..._._.,
- PRI IR
. r_ v . .
. r . . .‘ LN
) MARRERES .'.". "
g [P )
. e
LA PR ]
T 0
a 2 _

»a

’,
oL
PR 2]

A




y In the analysis of Air-to-Ground Intercept, 3 separate cases have been evaluated

where Q2 10[NZ +1%] Two cases were studied with the intercepter
standing-off from the communication network. The first case
interference. Case two includes both thermal noise and communication inter-
ference. Case three's interpretation involves the intercept over the commun-

jcation network.

CASE 1 Intercept Standing Off (Interference limited)

Interference due to the .Lﬁ source at the intercepter If ‘

e 1, = ReGex Grr, A Wr
B (4 Rzl Lz Wss

Le l R ws (14)

'R-:.Lz Wss

- Let £ 3 o* K
g Grz: OdB « IO s 3% 2
(xzr - g:b « 1.0 v .24 x107* statute mi
._ Lt = 346 = -3
o
thrL Ls| = PO - 816 x10¥ (/)
2 (C.214 x 107>
®

is limited by

;
R
- N

* m

.

A
! L

y

-----

LYs YT
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Substituting into (14)

If '-'[‘.23”0.‘] 4‘_ Prwe (15) e
ReZ  Wss

Finding the total interference power,

3 < ;o
1%-2 17 - Dizaue T mwe §0 51 { as
£ Wss (L & R2

Because the intercepter is standing-off, assume,

’RI" * -F<<RF>3 ) S

but rather i

A el

AR

R is related to | _AREA___ .Assume e
v s

A

Re = ?\:Mm -——'?rm‘ + [_AREA 5 .

™ 2
Therefore, ;i-‘--:.-;:
Rr is uniformon  N|_AREA (N+D)| AREA h—J

\_A%EA_ =J 502#.55 = 40 miles

~—a
’Rl' is uniform on ;

N[40] S (N#)[40T]  miles
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A
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L o

e,

LY . A}
Pt

E{ l }z l S L, dx o
2 AN
X 40 N4 X S

N+ 40 RO
A

40 X

u

N(40)

V[ - 5
40 [ (MN @O‘ N+l j] “"‘
= _N+I-N L = 1 (17) .
RO (4oY-(n)(N+)

Substituting (17) into (16) yields el
IQ = Ll.z 3X lo l L —P'[ WI .::';.;A
(Y (N#D (1o00) Wss e

k Lo I8:_1.66x10" L Pwr ) \_-_..-‘:.;-_;:
i (NY(NH) Wss 72}?

For intercept, RN
Q z 10[N: + 1] s

Using equations (6) and (18),

[ 499x10™] Rewe 2 (10)(10™) W= +(0) 26x16™ LBewz 1) 7T
Wss (DD Wss

20watts/Hz.

y‘Vw.'ﬂ'vr =

where the intercepter noise power spectral density is assumed to be 10”

Assume Gl receiver is interference limited, (this will be discussed later)

e

- -y .,.
N B
1 PP AT
AEA e
. MR

» ) e

AL 1" N A

L 2RI ]

ORI
[4

[49¢x10"] BrWs > 766 wi0™ PMPrwr  (20) '
Wss . N Wsg .

-"'

Se

-

A
N
R B T O S A A

. . . . N . PR - s m e M e P N T L P e o A S T AT TS L L P S e Y S R IR

. N Lt At e e UL L P A T A A IR I e ) N T e D R e e e Y -, . e ™ . St .,
R S S P I ARSI ST I PRI S AT A R WO WP JJRPRL R PG W ST WP v N, W VPR R TR SRR W RV, VPR TR PEWLYR FEVL TSI Y
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To permit intercept

42ex 10| >'2¢4 * 107" _PM
[ J N (N

To avoid intercept

‘ oW TrYVvYy e
ST PO
AN . T

2.4 X1I0% PM > e xi0™" e
: (W) () S

P

- To Avoid Int t) (21 .. |
? M>_6.4 (N)(N+H) (To Avoid Intercept) (21) :
!

CASE 2 Intercepter Standing-Off (when not interference limited)

Returning to equation (19)

[ 4eex10] Prwe > 10" Wz +_246x10°% 1 PrWs
Wss (ND(NH) Wss

To solve for M

N E ¢ oe xlo’“_] P> ]O.n Wss + 2.6¢ x\p'* PM Pr

[ ¢g2 x10"] Pr- 107" Wss > 2.40x10™ _PMPy
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To Avoid Interception,
M >( [¢.eex0*] R - O™ Wss) (N (N4
24(X10% PP

>_¢axio" (NN — jo™ Wss (NN
2.x107% P 26€x10%*  RP

. (22) i

M> 431 D(NtD) - 13/ x10¥ N_JM_L_).* ) (i (To Avoid Interception) == i

P ®Y? >

RS

CASE 3 Intercept over Communication Network —
Using equation (15) . fzﬁ
) - S

I =D.13 X0 “] l Prwg P

£ z ...

'Kl’.‘ WSS :j'.:

and reflecting the closeness of the intercepter to the network by letting :ﬁf

'12;1 "<’5L<(1{€77

we obtain

L
I1%2 I, «Drascio*] Bwe LY |
- Wes (L2 o

=_LB_§;Q1.MP_P:N;_ Ey_L_
<Re Wss X2

Since by definition,see (la),

<R = _5026.55 = _lbxi0®
M M

T% - [72¢¢ %10 M PRz E[ | } (23)
Wss o
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Assume 'R:& is uniform between&a(x’)and(gf‘) <Rg?

Therefore, S,

: E{l = S |

: =) g dx

. SEN X Lﬁi

= | | - J

% | da 7

; 3

(24)
R Bda

. Using (24) in (23) yields

' b IQ = 26¢x10™® M*PPrwr
h 3 de Wss

S (25)
i I%- [9.68 %0 _M2PPwic
Ja Wss

i,
For Intercept to Occur
5 Q 210Nz +T%]
4

It follows then for intercept

[ ¢e¢ xi0*] Prwr = 10016%) W + ID(959x10™)_M*PR-W

. Wse e Wss
. (4.9 x 10" Pr = 1074 9.58 xi0* M*PRy
'e
- 4-17
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Assuming interference limited, (to be confirmed later)

To Avoid Intercept

Lasex10™] M2PR > [eegxio") o

Using the three different cases,

--------

[ 49ex10"] Pr = 9.59x10™ M2PR (26)

[asexi0™] m2P > #e¢ xi0"] i

M2P > 50, 9¢
da

CASE 1

............
------

Wss da Wss

Pr
g Wss Wss

Je

(To Avoid Interception) (27) SR

intercept standing-off

To Communicate (from 13)

MP < WssS1°
LIl X104

To Avoid Interception - Interference 1imited (from 21)

..........

MP > 6.4 (N) (N+1)

< R o L e i M T )




- AN
L .::\.::' "
)

: N
s %
l ; CASE 2 - Intercept Standing-off Y
. YA

: To Communicate (13) RIS

. AN
- ‘:::"- |

; MP< Mssd® ]

. LI\ xi04

To Avoid Intercepter (22)

- lata

K MP > .32 (n) () - [£31 x 15 Swiss (W) ()
Pr o7

. -;_.;;3:
'-' CASE 3 - Intercept over the Communicator's Network o

To Communicate M'P £ Wss cr;s (from 13)
111 X 104

-]
H N
’
1

To Avoid Interception - interference limited

M2P > 50, 9¢4 (@n)

Earlier we assumed that equation (19) is interference limited, Z:‘_:i':::_f_;

[ £ogx10™ ] Prwr > 10" Wz + _240%10% L Prwis

g Wss (NY(N#D Wass -
a :
N where the thermal noise, RO
-'?: -9 R
Nz=|[0""Wzx BN
N is such a small number, that when we add it to the interference of the

)




intercept receiver it makes little difference Evaluating the ratio of
interference versus thermal noise

- TeT AT s a0 o
. T L

INTERFERENCE . 24x10* L Pr
TRERMAL NOTSE o™ Wss (W) (N+1)

INTERFERENCE U x107 MP
THERMAL NOISE ~ 24 Wss-?nr)(ml) (28)

and substituting into (28)

w row -=
F o,

UL R T

INTERFERENCE__ 7.¢¢ x107 M (2)(10)

THERMAL NOISE - VJ$$(J\ (2

INTERFERENCE = 7266 XI0T_ M

THERWAL NOTSE Wss
INTERFERENCE | = 79 + IOLOG M = 10LDG Wss (29)

THERMAL NOIS
dB

...............................

A .
--------------
......
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We also assumed equation (26) is interference 1imited

[ #¢2 x10™] Rewiz = 107 Wz + 9,57 x10™ M2 PRy
Wss qu\f)g

INTERFERENCE — _9.58 %10  M2PPy
THERMAL NOTSE Tora Ja Was

INTERFERENCE _ L 2

Tet

‘e P= .2
R=10W

d&- 1 ( orq being a dominating variable)

and substitute into (30) gives

INTERFERENCE = (9.58 x100)(. ) (10) _ M2
THERMAL NOTSE I Wss

= (I.?RXIO‘)_P&
Wss

ENTERFERENCE = §3.€ + 20LOGM — |0LDG Wss (31)
THERMAL NOISE
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- The first graph following, will show why our assumption to intercept
is interference limited. The other graphs will be the scenario snapshots
that show the areas at which one has "no communication with no intercept",
"communication with interception", "no communication with intercept", and
"no communication with no intercept".
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INTERFERENCE LIMITED

Having a spread spectrum bandwidth of 60 dB Hz, an interference to o
thermal noise ratio of 29.94 dB, and M equal to 10, with a probability of j;:
20% of these users being on the air at one time, if we increase wss to , N
80 dB Hz then the ratio of interference to thermal noise decreases to 9.94 dB. s
This implies that either the thermal noise became greater, which we know can -
not be true, because thermal noise is considered to be constant, or interference
is decreasing, which can be a good assumption. Therefore, when we increase
Nss’ the interference becomes smaller, making the ratio of interference to
thermal noise smaller.

Another observation is that if we had 60 dB Hz of spread spectrum band-
width and this caused our interference to noise ratio to be 29.94 dB with only
ten users, if we increased wss to 80 dB Hz and let M equal to 100 with P equal
to .2, our ratio is less than 20 dB. Through our analysis and the graph,one
can see that the intercept is almost always inteference limited.
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ATR-TO-GROUND INTERCEPT

SCENARIO SNAPSHOT #1

X Case 1 and Case 2

Graphically, Case 1 and Case 2 are virtually the same, except the inter-
cepter line in Case 2 has a slight slant to the left. This implies that at a
i higher spread spectrum bandwidth, a lower 1imit of M is obtained. Studying
this snapshot, with P equal to .1 and N equal to 1, M has tobe at a minimum of
128 users with wss larger than 143 MHz. Even as the probability of the number
of users increases to .2, we still need M to be at least sixty-four with wss
larger than 143 MHz.

Bt WARREARAEEEAR
-t P

: With the intercepter standing-off, our analysis and the snapshot shows that

- no matter where one is in the communication network, he is easily intercepted
if we use a 100 MHz system. However, within this study, we have not taken into

@ ® account the enemies own communicators interferring with the enemy's intercept.
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AIR-TO-GROUND INTERCEPT

SCENARIO SNAPSHOT #2

Case 3

Observing the point on the snapshot where wss is 25 MHz, M is 22.6 and
the probability of all users being on the air at one time is .1, one must in-
crease M to avoid interception. If we increase M, then the spread spectrum
bandwidth must also be increased or else the situation where there is no com-
munication and no intercept arises. The communicator's network is self-limited
due to its own communicator's interference.

If operational usage is 100 MHz and the probability of being on the air
is .2, to avoid interception, there must be a minimum of sixteen users and at
most, forty-five users communicating at all times. If the number of users decends
below the minimum of sixteen, interception becomes possible, whereas, if the
forty-five user maximum is exceeded, it is effectively blocked.

From Graph, very large spread spectrum bandwidths are needed to
avoid intercept.
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4.3 GROUND-TO-GROUND INTERCEPT

The power of the transmitted communication signal at the communication NN
receiver, denoted S, is given as the following expression:

2
PG G &

S =
2, 4
(4t Rc Kc Lc
where
Pt = Transmitted Communication Power
Gtr = Transmitted Antenna Gain in the Direction of the Cormmunication
Receiver (relative to omni)
Grt = Communication Receiver Antenna Gain in the Direction of the

transmitter (relative to omni)
A - Wavelength of Center Frequency of the Cormunication Signal

Rc = Communication Distance
Q-’ KC = (Constant of Attenuation,
) Lc = Loss at the Communication Receiver
Setting »
1 . A

<(R) (PR K

where
X (Rc) = Attenuation at the range of the communicator,

and substituting into S, One has:

Pt Gtr Grt

S = -;(Wc-)—rc— ‘
Derived from a propagation curve. a
R

X (R) = C(R )}, (R)| & st

where DR
C(Ro) Distance between @ feet and free space (in feet) = 3¢J4g /03¢
e(fs(Ro) = Free space Attenuation.(in dB) o 9S8 » jo B8

- - T S T P oS G N e e e T e, S SOV el
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Ro

Rc £ 20 miles

f = 300 MHz
Good Soil
Vertical Polarization

=1 mile

NOTE: 1/R4 range is not very accurate after 10 miles, the slope becomes
steeper than 1/R4.
'<(Rc) - 103.6 108.65 Rc4

Substituting

Pt Gtr Grt

1012.25 k;a L

into S,

S =
C

Define <RD* A _
nwM
where

Rf is the radius of friendly radio net operation
A is the area in square miles
M is the total possible number of simultaneous transmitters

R.® a;4Rc¥
where ay is defined as the characteristic range between communicators in
a network.
R g aferyt
_ al4 A2

A (2)

therefore:

2
s= M Py

2
Gy Gt W

12.25 _ 4 ,2
10 ay A Lc
which we assume has to be greater than or equal to 10 dB for hearability.
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Y Let Ky equal the equation inside brackets:

. S=M Pt K

1 (3)
- The power of the transmitted signal received at the intercept receiver,
i denoted Q, is given by the following equation:

| P, G,. G, AZ W
| t Uti it i
3 - 2.4
()" Ry™ Ky Ly Wgg

where
G

ti Transmitter antenna gain in the direction of the intercept
receiver (relative to omni)

G_it = Intercept receiver antenna gain in the direction of the trans-
mitter (relative to omni)

wi = Intercept bandwidth

wss = Spread Spectrum bandwidth
Ri = Intercept range

Ki = Constant of Attenuation

Li = Loss at intercept receiver

36.38 db = 4345 and

Assuming K

using (1) “and substituting, gives, o
W 1012-25 R1.4 L, fii
and letting K, equal the equation in brackets: ,.?ﬁg
0= Jt*ife (5) i
SS
Next, we need to look at the communicator's interference power from one 7?7?;
friendly transmitter, I, fiifi
1o Pt Ser Srey Moo
1= 1
2 4 <
(4)° Key | Rpp Lo 2 o
A {;
(
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where

Transmitter antenna gain in the direction of the
communication receiver (relative to omni)

Communication receiver gain in the direction of the
friendly transmitter (relative to omni)

W = Baseband bandwidth

. ,,frvrv.-t- .-,
00000 + SOUNKRIAL I OSN
) ¢ T T A 1 LR B A DR
P
m
—r

K = Constant of attenuation

R = Friendly transmitter distance

Assuming KF] = 36.38 dB = 4345 and using (1) and substituting,

I. = Pt Gty Grt ¥bb (6)
1 1012-25 R 40 W
1 ¢

Taking an average of the communications interference power for one
friendly transmitter:

(o (-2 L =pM

1=1
where
L = Number of actual users at anyone time
P = Probability of being on the air (Users duty cycle)
= Total number of possible users
o Pt S Gry Moy 1 E L -
12.25 L =
10 L L 1=1 KF1

Assume RF is uniform overar',cf; + DF s whereaf; is the distance to
1
the closest friendly interferer, andcl; + DF is the distance to the furthest

friendly interferer.

. Je*r

1 1 43 1 1
L €« . 1 L
=1 R Re Dp xg~ 9%
1 1 .
D
F+°F
1 x3
=3 D¢ F
4-32
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NOTE: We are really only interested in the closest friendly interferer,or,_..

Therefore, using (8) and substituting back into (7)

o7t Gtr Gpe Mpp

12.25 3
10 L, Mg 30Fc{}

Pt PM Gtr Grt wbb

12.25 . 3 (8.5)
10 L, 2Hgg 30}
let
DF = aZ(RF>
where a, and ay are defined as the total range of network
°/F N a3<RF> operations and the range to the dominant friendly interferer,

respectively.

3 _ 3 4 _ 3 ,2
DFJ;. = a2a3<RF> = a, a, A

Substituting(9) back into (8.5)
3 2
- PtIZMZSGtr Brt Mol —
10°°" I'c ZNSS 3a2 ay A
3 2
I = PH Pt “bb Gtr Grtﬂ
wss (6) IOT?"25 Lc a, a33 AT

Letting K3 equal the equation in brackets:

M3 P, W

t Yob K3

wSS

I =

(9)

(10)

(11)




1 sl The noise of the intercepter, N;, is as follows:
Ny = Nop ¥
_ 1n-20.4
NI =10 NfI NI (12)
N where

NOI = The thermal noise
N

1 Noise due to the friendly interferer

In order to communicate, assuming that the communicator's receiver is
interference limited and not thermal noise limited,

S2101

Replacing S and I with equations (3) and (11)

2 > 3
M Pt K1 2 10 PM Pt wbb K3
|"ss
W 2 10 PM W, ﬁ
Ky
i 2 12,25 _ 4,2
2 PM wbb 10 Gtr Gr_tﬂ‘ 10 a;" A Lc
12.25 3,2 2
L(6) 10 L. 2, 23" A G G i
8 4 ',::-.-:}:::
2 PM Wep | 10 24 ] R
- 3 S
LG a, 3, _?4
- 4 7 LI
Wss 2 PM My, |59 | (To Communicate) (13) RS
3 w
Ja,a
2 3
L J e
Note that a,, the range to the closest friendly interferer, is the dominating factor

wheh viewed from a communication network standpoint.

Likewise, for one to intercept,

Q210 NI -*——!.

........




Replacing Q and NI with equations (5) and (12):

-20.4
t Irl,i sz 10 (10 Ne ) W,

-19.4
> 10 Ner

wss K2

To avoid intercept,

Wes2 Pt K i
-19.4 '
10 NfI

Substituting KZ’

Wes 2 Py Gey Gyt

194 12.25 , &
10 Ney 10 Ry Ly

Letting,
2.51

4 dB

Nep
6

0 dB 1.0

ti S
3.98 e

3.98

G

6 dB

it
L

6 dB

wssE:Pt (to avoid interception) (14)

Tn-6.75 , &
10°6-75 Ry

[ R

The following scenario snapshots, using equations (13) and (14), show
the areas at which one can "communicate with no interception"”, "communicate .
with interception”, "not communicate with interception", and "not communicate - -
and not be intercepted".
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P
s
. GROUND-TO-GROUND INTERCEPTION s
SCENARIO SNAPSHOT #1 w2
5
To Communicate, o
4 f 1
W ZPM W, | 52, rom (13)
3
3a2 ag .
letting S
a, =1 a = Characteristic Range of the o
1 Communication o
a, = 2 a, = Total Range of Operations o8
=1 ag = Range to Dominating Friendly
a3 7 - Interferer
‘o Wb = 25 x 102 Hz
therefore
Wss . = 20.8 PM MHz
min * =
wssm'in
M = — (To Communicate)
P (20.8) .
letting
wssmin = 0 to 425 MHz in increments of 25 MHz , and =
;IS:
P = .1to .5 in increments of .1 o
N

4-36




A
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L

To Avoid Interception,

W p
ss > 7 from (14)
107°:7° R,

letting
10 Watts » and

O
[[]

X
n

1 to 5 miles in increments of 1 -

It is worth noting that as the intercept range gets larger, the vertical :
lines gets closer to zero. 2

SCENARIO SNAPSHOT #2

The only difference between Scenario Snapshop #1 and #2 is the Pt in the

equation To Avoid Interception. Pt equals 50 Watts.

SCENARIO SNAPSHOT #3

In this particular snapshot, snapshot #1 and #2 are combined to show that
when one increases Pt to communicate without interception, a larger spread spectrum
bandwidth, wss, is needed along with an increase in the number of users. Ri is
shown at one mile only.
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THE INTERCEPTOR ‘S SPREAD SPECTRUM BANDWIDTH

< v,

T . POWER IN WATTS: 10. 00 §:
. RI IN MILES WSS IN MHZ
0. 50 899. 74639893
1.00 S6. 23414993
1.30 11. 10797977
2. 00 3. 51463437
2. 50 1. 43959415
3. 00 0. 69424874
3. 50 0. 37473807
4. 00 0. 21966465
4.50 0. 13713355
5. 00 0. 08997463
5. 50 0. 06145387
6. 00 0. 04339055
6. 50 0. 03150262
7. 00 0. 02342113
: 7. 50 0. 01777277
\ 8. 00 0. 01372904
8. 50 0. 01077270
9. 00 0. 00857097
- 9. 50 0. 00690408
- 10. 00 0. 00562341
@ (o

THE INTERCEPTOR‘S SPREAD SPECTRUM BANDWIDTH

POWER IN WATTS: ‘ 50. 00 ot
RI IN MILES WSS IN MHZ e
N
0. 50 4498. 73193359 o
1. 00 281. 17074585 ~—
1. 50 55. 53989410 R
2. 00 17. 57317162
2. 50 7. 19797039
3. 00 3. 47124338
3. %0 1. 87369049
o 4. 00 1. 096832323
- 4. 50 0. 68567771
g 5. 00 0. 44987315
= 5. 50 0. 30726936 o
K. 6. 00 0. 21695271 A
~ 6. 50 0. 15751308 “'j
7. 00 0. 11710566 —
7. 50 0. 088846383 e
8. 00 0. 06864520 RN
8. 50 0. 05386349 s
9. 00 0. 0428%486 DO
9. 50 0. 03452040 p
10. 00 o .

. 02811707 L ) N mo




T 10 COMMUNICATE WITHIN Rowa PROPAGATION

me T ATITRIET
RARRIAC A G ARSI A DA M -

A= 1.0
A2e 2.0
A3= ©.1
P= 0.3
p= 0.1
"
" WSS IN MH2
iz 0.0
0.0 o P
12.0 2% 4
24.0 50 e
24.0 b 16.0
48.0 100
&0.0 125
72.0 150
84.0 175 20.0
84.0 44 24.0
108.0 225 o
120.0 2%0 2
132.0 275 .0
144.0 300 PR
156.0 323 ped
168.0 330 -
180. 0 a7 A
192.0 400 e
204.0 42% %l
&4.0
ps 0.2 «8.0
" wss IN MHZ pe 0.4
_n Bt iinbo
00 o n
P 23 o0
12.0 50 9
18 © 73 9
24. ¢ 100 s9
20.0 12% b
) o % 130 12.0
420 175 129
48.0 200 -9
e 22s 21.0
s 250 24.0
e0-9 25 27.0
720 300 39
78.0 RS 3.0
e 350 36.0
90.0 375 e
96.0 400 P
102.0 425 P
48.0
$1.0
Pe 0.5
n
0.0
2.4
a8
7.2
9.6
12.0
14. 4
16.8
19.2
21.6
24.0
26 4
28 .8
31 2
33 &
6.0
3. 4
40 B
4-39
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129
150
179
2235
a7
325
373

423

WSS IN

"l

o o e St s v

25

73
100
129
130
179

225
279
2%
330
378

400
425

WSS IN

MHZ

e e o

/)
as
90
75

100
125
150
175
200
2s
250
275
300
3239
350
375
400
42%
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C 5&5:
.. R .) L
;., EatA &
= GROUND-TO-GROUND INTERCEPTION o
3 E

o YW g
I :-«;
. SCENARIO SNAPSHOT #4 .\\.j
"t In order to communicate, O
o 4 r.ﬁ" ¥

W2 PM W 5a

i s bb | —L— |, from (13) DDA

3a, a N

23 N

which is the same equation for scenario snapshots #1 - #3. iéf}i

!l In these next three snapshots, we will let RS

ag = .1 :;

; W, =25 x 10° Hz s
iLe bb .
. '.:_\:.\

R
therefore, to communicate, ii:?%
SRR
" ~an
SSmin - 41.7 PM MHz -
again letting
Wss ., = 0 to 425 Mz in increments of 25 Miz, and :
P = .1to.5 in increments of .1 L
To avoid interception, R

W P AN
ss 2 t from (14) A

10-6. 5 Ri S

10 Watts

i = 1 to 5 miles in increments of 1. e
RN
B N
4-43 :
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"= SCENARIO SNAPSHOT #5

Here we changed the power to 50 Watts from the avoiding intercept
equation and extended the communication lines out to 425 MHz.

SCENARIO SNAPSHOT #6

Snapshots #4 and #5 are combined for the same reason as scenario snap- e

shot #3. This snapshot shows what happens when we increased the power with j

intercept range being one mile. :

j 4 '.-l'
i e o
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TO COMMUNICATE WITHIN RXx4 FROFAGATION

Alz  [,0
A2= 1.0
A3= 0.1 F= 0.3
F= 0.1 [ WSS IN MRZ
M WSS IN MHZ 0.0 0
emeee | mmmeccccomea 2. 2%
6.0 0 4.0 S0
&.0 25 6.0 7%
12.0 %0 8.0 100
18.0 % 10.0 125
4.0 150 12.0 150
30.0 12z 14.0 175
36,0 156 16.0 200
42. 175 18.0 225
48,0 200 26.0 250
4.0 2235 22.0 <735
60.0 250 24,0 300
06,0 275 26.0 o5
2.0 300 28.0 350
78.0 329 30.0 375
84.0 350 2.0 400
6.0 37% 34.0 420
P6.0 400
102.¢ 42s Fz 0.4
F= 0.2 I WSS IN MHZ
" WSS Id MAZ 0.0 0
_________________ 1.5 25
0.0 0 3.0 S0
3.0 o5 4.5 7%
&ev S 6.0 106
5.0 75 7.5 125
12,0 109 9.0 130
15.0 125 10.5 175
‘ 18.0 1590 12.0 200
* . Py 21.0 175 13.5 225
. 24,0 200 5.0 250
27.0 225 16.5 275
30.0 250 18.0 300
33.0 7S 19.5 25
36.0 300 21.0 350
35.0 305 22.5 375
az.o 330 24.0 400
ac.o 3T 5.5 425
8,0 400
1.0 L Jua ) F= 0.5
M WSS IN MHI
0.0 o
1.2 2%
2.4 S
3.6 7%
4.8 100
} 6.0 2%
7.2 156
B.4 175
9.6 260
10.8 2%
12.0 250
13.2 273
14.4 300
15.¢6 325
| 16.8 300
18.0 70
' 15.2 400
d 25w 4o5
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5 AS A DOMINATING FACTOR R

SHOYING a

. SCENARIO SNAPSHOT #7 - i

To Communicate, £l

W ZPM W 5a.4 from (13)

bb :

letting

a, =1 a; = Characteristic Range of the
1 Communication .

- a, = 2 a, = Total Range of Operations h
2 ay = Range to Dominating Friendly
a, = .3 -
3 Interferer :
e ob = 25 x 10% Hz |
- therefore =

W = 771.6 P MH: o
Ssmin :

n wssmin .

M = — (To Communicate)

° p 771.6 -
:' letting

{ W -
-‘ SSmin  © 0 to 425 MHz in increments of 25 MHz , and e
T P = .1to .5 in increments of .1 N
o




To Avoid Interception,

Wss >
10
&
letting ) i
P, = 10 Watts , and ;
Ri = 1 to 5 miles in increments of 1 o
It is worth noting that as the intercept range gets larger, the vertical o
lines gets closer to zero. el
SCENARIO SNAPSHOT _#8 :j:-:;;{‘._;_
The only difference between Scenario Snapshot #7 and #8 is the Pt in the S
ie equation To Avoid Interception. Pt equals 50 Watts. e i
SCENARIO SNAPSHOT #9 i
In this particular snapshot, snapshot #7 and #8 are combined to show that T?ET%

when one increases Pt to communicate without interception, a larger spread spectrum

bandwidth, Nss’ is needed along with an increase in the number of users. Ri is

shown at one mile only. So

. - . . - T e e . . - B R - . e Tt « . e e T LT e e e . - . . . . . . B - - - -
T S T LS T RN PR .. P R T P S R e R ) N T T B TS T P R PO L e SRR R
P A W s e > .




Al= 1.0
A= 2.0
A3= 0.3
Pe O 1 P= 0.4
11 N M7
" wms oy " WSS IN MHZ
00 0 oo —-----;----_
324 0 U )
648 0 50 1:; g 23
972 0 7% 243.0 7
1296.0 100 by 7
1420.0 12y 403.0 125
1544. 0 :30 484 0 150
2268. 0 u
2%92 © 200 ::;.g 175
2916 © 209 p g 329
3240. 0 250 . €10.0 230
3%4 0 279 891 0 2%
3888 0 300 972.0
4212. 0 any . 300
4536 0 3H0 1093.0 a2s
4860 O ary :;?;.g 330
. ars
5184 0 :29 1296.0 400
8508 O LE 1377. 0 425
P= 0.2 Pe 0.3
" e ez " WSS IN MHZ
00 0 oo -_5 _____
162 0 oG o4 8 29
a6 o 129.¢ 30
648.0 100 299. 2 o
e 1% =
1134 0 i{f 453 6 };2
(4] 200
A Zin 250 2 200
1620 O 250 048, 0 325
1782 © 27% 712 8 zgg
1944 O 300 777 6 300
2106 O 0D g4z 4 . 200
2268 0 390 907 2 aso
2430 0 S7&) 972 0 s
2592. 0 429 1036. 8 400
2754. 0 400 1101 & 425
P= 03
] Wi TN MY
Qo0 0
108 0 au
216 0 50
324 0 7
432. 0 100
340 0 125
648 0 150
756. 0 179
864 0 200
972 0 205
1080. 0 290
1188. 0 215
1296 0 00
1404 0 a0
1912 0 aso
1620 O ars
1728 0 800
1836 © 425

A
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"I 4.4  AIR-TO-AIR INTERCEPTION

In air-to-air propagation, tranmissions are assumed to be line-of-
sight and propagation losses are assumed to be due only to the 1/R2 spread-
ing factor. In a network sense the airborne transceiver plays a key role
in that it becomes the ground signal relay platform. Under the current ef-
fort emphasis was placed on the ground-to-ground and ground-to-air links and
networks as the logical point-of-departure. It is strongly recommended that
a thorough investigation of free-space line-of-sight propagation links and
networks be the subject of future research.
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5.0 Detectability Contours

A useful tool in the determination of the relative susceptibility of a
communications signal to interception by a foreign receiver is the two-
dimensional detectability contour. The detectability contour describes the
loci of possible positions of a transmitter in the locale of an interceptor
and receiver which possess an important common characteristic. In particular,
the positions yield a constant, K, defined as the ratio of SNR at the input of
the interceptor to SNR at the input of the intended receiver. This
relationship assumes that the positioning of the receiver and interceptor, as
well as pertinent transmission gain factors, remain constant. Therefore, the
detectability contour defines all points where

(1)

where K is a constant.

The constant K given in (1) is a function of pertinent gain factors of the
three systems in question and propagation characteristics of the
communications signal. Pertinent gain factors include the antenna gains of
the receiver and interceptor relative to the transmitter, front end losses and
noise levels at both the receiver and interceptor, and a signal suppression
factor related to the LPI protection of the communication signal.

5.1 Analysis of Free Space Propagation

For the case when both the communication path and the intercept path are
free space propagation the analysis is straight forward and can be readily
performed by hand as was previously exhibited in the proposal. (See Appendix
C). The simplicity of this analysis lies in the circular geometry exhibited by
the contours. In this case, only two parameters, the center and radius, are
needed to completely define the contour.

5.2 Analysis of Ground-to-Ground Communications

When the communication path exhibits (1/R4) characteristics typical of

5-1
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T . ground-to-ground communications the detectability contours no longer exhibit
i o the simplie circular shape found for 1/R2 situation. This can be seen by
4

substituting Re™ for RC2 in the equations of Appendix C yielding

: CLOMEE 22
I (SNR) =M= H[M:z_l (2)
% (x-a/2)% +y2

i where M and a remain unchanged from Appendix C. Equation (2) can be written Y
i equivalently as e

2
M[x +ax+32/l.+y2]2 '% [xz-ax+az/6+y2] (3)

D
- Solving for contour points which are solutions to (3) is a task most easily
accomplished through computer analysis. In order to facilitate such an
analysis (3) is rewritten in polar coordinate form yielding
_i to M[R2+aRcos(9+a2/4]2 =% [Rz-aRcos®+a2/4] (a)
where Rz Jx:-ky 0< © < 27
i x=Rcos® y=Rsin@
- Expanding the left side of (4) and manipulating yields a fourth order
- polynomial in R
; 4 3 2
R +A3R +A2R. +A1R+A°-0 (5)
.- where A, = 2acos0
' 3 2 2 1
g Ay = a’/2 + a“cos’e-D). ()
A= a2/2c050+a(%) (%)cose
. 2,, "1.71
. A, = a'/16-a"/4 (3) G
.

Note the importance of the factor (E:I-) %—1 in determining the detectability

. 5-2
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contour. The locus of points defining the contour is now readily found by
rotating through its range of values and solving for values of R which solve
(4) for specific values of 6%)--% and a. A program was implemented to
perform this task and the resulting data is plotted in figures (5-1 thru5-3)
for three values of G%)- % and a chosen distance from receiver to
interceptor. Although the contours no longer exhibit the circular geometry of
the free space propxgation case, symmetry remains about the reference x-

axis. This symmetry obviously results from the fact that for each point in
the first or second quandrants there exists a corresponding point in the third
or fourth quadrants with identical positioning relative to the interceptor and
receiver.

A two way communications link can be employed for the purpose of
controlling the signal strength at the receiver. In this case, the receiver
SNR is approximately a constant value regardless of the location of the
transmitter. Then the detectability contours define the locus of points where

(SNk)I
| (e ©

= K or (SNR); =K (SNR) (6)
o

Therefore, when this situation occurs the detectability contours also define
transmitter locations which provide the interceptor with a constant SNR.
Obviously, in order for the detectability contour concept to be of

i particular use to a communicator, he must have acquired information pertaining
to the location (i.e. range and bearing) of some interceptor. Otherwise, any
approximated contour will be incorrect in size and/or orientation. When range
and bearing information are available then a computer program could be
implemented to determine the approximate contour upon which the transmitter is
located. When this is accomplished the SNR at the interceptor can easily be
determined which in turn approximates his ability to correctly intercept the
transmission. Furthermore, if it is determined that the interception may in
fact have the SNR necessary to intercept signal transmission, the
detectability contours can help dictate actions which may be taken to reduce
interceptor performance. The most efficient means of reducing interceptor SNR
without adversely affecting the intended reception is by manipulation of the
parameters which constitute K in (6). This can be accomplished by alternating
antenna gains in the direction of the interceptor while maintaining other

......
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parameters as constants thereby maintaining the SNR at the receiver. This
effectively places the transmitter on a new detectability contour. The same
result can be attained by reducing the signal suppression factor through the
implementation of some LPI technique. If manipulation of such parameters is
unattainable, then at the very least, if transmitter mobility is available,
the detectability contours can provide transmitter locations which will permit
secure operation.

Problems with the contour concept arise in calculating certain parameters
within the above expressions. In particular, the gain of the interceptor's
antenna in the direction of the transmitter may not be available nor may the
signal suppression factor, which may vary with particular interceptor
systems. Therefore, a somewhat significant amount of information pertaining
to the location and particular characteristics of the interceptor must be
known for detectability contour analysis to be effective. However, when this
information is available or reasonably estimated, the contour concept can be

very useful.
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6.0 Limits to Parameter Variation

There are practical limits to how much parameter variation
is permitted by the tactical situation in which spread spectrum
communication systems are operated. Figure 6.1 identifies the
network architecture necessary to achieve Low-Probability-of-
Intercept. At the link level one can identify transmitter and
receiver parameters which are constrained by the reality of the
tactical situation. Network methods, likewise, are also
constrained by practical limits. This section addresses these
limits in a qualitative way.

6.1 LINK LEVEL LIMITS IMPOSED BY MOBILITY AND CONCEALMENT

6.1.1 Mobility Limits on the Link

The requirement for mobility in tactical environments goes
hand-in-hand with the goal of survivability which is paramount in
‘o the defensive game plan of all military forces. As such,
constraints on size, weight, space and power required, set-up and
tear-down times, timing, etc. are placed on the tactical system.

These link constraints severely affect the antenna
subsystem. Element size, array aperture, directivity, set-up and
tear-down times, etc. are all adversely limited by the tactical
situation.

Power requirements must also be considered in light of the
tactical situation as effective radiated power (ERP) is bounded
by antenna gains and the power supply available in the tactical
system.

Other considerations closely tied to mobility are the
ruggedness and endurance of the system under hostile
conditions. This issue causes a tradeoff to be made between the
mean time between failures (MTBF) of the system components and
the number of spares required to be transported with the system.

6.1.2 Concealment Limits on the Link

6-1




The tactical requirement for system link concealment has
been studied from the viewpoint that electromagnetically the link NG
must maintain a low profile. Should its signature be unique or B
distinct from that of other communication systems operating in
the same general area, then it becomes a red flag. (An unigue DAV
signature is used in SIGINT operations for templating and
determination of the order of battle of opposing forces). Use of
DSE spread spectrum provides a level of covertness if the signal o
is intentionally transmitted with a power spectral density at or e
below the noise level. FH spread spectrum will provide a level
of anti-jam protection but its electromagnetic signature is far
from being covert (or LPI).

Physical concealment of the system from visual observation
places an added burden on the communication system developer to
use small indiscernable components (i.e., antennas, generators,
shelter, etc.).

6.1.3 Mobility Limits on the Network

Tactical constraints on the network are most stringent when
nodes/relays are required to operate while in motion (i.e. on
board helicopters, airplanes, ships, and moving ground vehicles).

Due to encoding techniques, interleaving and digital

processing in general, timing is a critical issue. Mobility of

one or more terminals/relays within the network introduces the ”'.;

need for strong code search, acquisition and tracking schemes as

well as three dimensional spatial search. The effects of doppler

shift, multipath propagation, masking, etc. tend to limit the -
data rates, duty cycles, and directivity achievable while they ‘ 5:;
increase the power, dynamic routing, and adaptive processing T

requirements needed for reliable operation.

6.1.4 Concealment Limits on the Network
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Concealing entire networks of radios in a tactical situation
is probably the most difficult task facing a communication system
designer. The limitations placed on the system include those
previously mentioned plus additional requirements which, if not
adhered to, will give away information about other network

nodes. These requirements could involve encryption of data, A
protocol restrictions, transmit power/data rate restrictions,
etc.
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7.0 FUTURE OBJECTIVES AND RECOMMENDATIONS
7.1 OBJECTIVE.

The current effort is considered to be a significant
contribution toward the U.S. Army's goal of developing adaptive
spread spectrum network transceivers. The analysis, modelling
and snapshots developed thus far are considered to be a
beginning, but much is left to be done before hardware can be
implemented. A long term plan is envisioned to achieve the
ultimate goals. 1t entails analysis of the tactical battlefield
environment to include both Red and Blue forces. Areas for
further investigation include analysis of the effects an
intercepter's own communication assets would have on his
performance, the effects of adding both Red and Blue Force
Jammers to the scenario, establishing and quantifying figures of
confidence on the intercepter and communicator performance, and
wideband signal propagation modelling which could be used to
replace the narrowband ITM currently being utilized for
determination of excess losses along the propagation path.
Appendix D is included as an introduction to methods which may be
employed to produce confidence figures.

The interaction between controllable parameters of a Direct
Sequence Encoded (DSE) Spread Spectrum system has been determined
to be a multiobjective problem in resource allocation. The
ultimate goal of optimizing key controllable parameters to
achieve LPI for a communication network involved the analysis of
each parameter and determination of interactions between them.
Optimization of these key parameters presents intermediate goals
which are conflicting in nature and in trying to satisfy them
simultaneously, it is no longer clear what could be described as
an "optimal®™ solution. The inclusion of objective vectors in n-
dimensional space therefore will introduce new modelling and
mathematical approaches to DSE spread spectrum radio networking,
and thus, the notion of an optimal solution will no longer be
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applicable. 1Instead, the concept of a set of non-dominated

solutions may be introduced to the problem definition. ;;;;

A number of methods have been developed over the last decade ?53:
which allow one to deal with multiobjective problems in a formal f?i
manner. The structural elements used by these methods have RS
originated in the areas of mathematical programming, utility
theory, probability and statistics, managerial accounting and
decision theory.

Mathematical programming can be used as the main vehicle for
integrating the controllable parameters for DSE networking (which
involves an infinite number of alternatives). As the concept of
an "optimal solution" was determined not to apply here, the ?ﬁ;;
concept of a "satisfactory solution" or satisfactum may be
examined. Our definition of the satisfactum is any value within
an interval of acceptable solutions.

se Figure 7.1 shows the generic process by which conflict
between objectives competing for the same resource may be
resolved.

7.2 RECOMMENDATIONS T

It is strongly recommended that, as a minimum, the work
outlined in section 7.1 be the subject of future research and
that close interaction with government personnel familiar with -
the tactical battlefield of today be initiated. Modelling of the '
tactical environment and interactive software development with
government researchers will lend much to the viability and
utility of the model being developed. - -

................................................
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APPENDIX A

SPREAD SPECTRUM MODULATION AND ANTENNA
DIRECTIVITY IN LPI DESIGN

INTRODUCTION

Three issues critical to the design of military, LPI
communication systems are power transmitted, spread spectrum
modulation and transmitter antenna directivity and pattern.

This analysis initially considers the tradeoff between the use
of spread spectrum modulation and afitenna directivity to achieve
LPI in military communications and then extends these results to
the case where power control is used by the communicators.

ANALYSIS OF SPREAD SPECTRUM AND ANTENNA GAIN

‘which determine the power of the transmitted communication signal

The usual triangle formed by the communication trans-
mitter (T) , communication receiver (R) and intercept receiver

(1) is shown in Figure A 1.

\ Re \
= NG R

1

Figure Al..Interceptor - Communications Triangle
If propagation along the communication and intercept paths
is assumed lossless with attenuation proportional to !/Rl (where _Q

typically equals 2 or 4), it is straightforward to write expressions

& »‘-'_ 9
at the communication receiver, S, and the power of the transmitted s
signal received at the intercept receiver, Q . These expressions

are as follows:




where

—

PT Cl’-ra G‘RT )1 Ke

(1)
(47 Re )* LR R

c
Constant of Attenuation; Unity for Vht,
Transmitted Communication Power,
Transmitter Antenna Gain in Direction of
Communication Receiver (relative to omni),
Communication Receiver Gain in Direction of
Transmitter (relative to omni),
Wavelength of Center Frequency of Communication
Signal,
Communication Distance,
Attenuation Exponent on Communication Path,
Loss at Communication Receiver, and

PT GTI GIT )Z K1 (2)

(4m Rp)* L1 RST

Constant of Attenuation; pnity for Vﬁz ’

Transmitter Antenna Gain in Direction of
Intercept Receiver (relative to omni),

Intercept Receiver Antenna Gain in Direction
of Transmitter (relative to omni),

Intercept Range,

Attenuation Exponent on Interceot Path,

Loss at Intercept Receiver.

A-2
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The power, S , received at the communication receiver
equals the product of the received energy per bit, Eb , and ‘Vss ’
the information rate which roughly equals the baseband bandwidth
of the communication receiver. Denoting the communication
receiver thermal noise power spectral density by Ny, the

received Eb/d°c can be written from (1) in the form

Eb _ PT GTR G’R‘T %z Kg (3)
Noc N Wie (4n)* Ce Z_‘”‘"

Assume that channel encoding and diversity leads to the
requiremert that Eb /MNoc have a value not less than ( Ep/Noc )m -
Then the maximum communication range, Rg,m can be expressed using (3)
as

242 G *
‘0 v C _ PT TRGRT ) KC (4)

™ B NG. W& (‘*ﬁ)z LQ (Eh/NQQ)M

Now consider the capability of the interceptor. For
generality assume that the intercept receiver is non-linear having

a Signal-to-Noise-Ratio (SNR) at the point of detection given by

A
Q (SNle“ TI N.SS

(5)
{ + £ (SNRY,

(smRY, =

Where 11 is the integration time of the radiometer-type receiver,
Wg¢s is the intercept receiver RF bandwidth assumed equal to the -ﬁ
total specturm in which the communication may be found, & and ﬁ

are constants depending on details of the detection receiver and

(SWR), = (6)

P AP Ay

...........................................




where MNpx is the thermal noise power spectral density of the

interceot receiver. Using (4) to solve for P-r and then substi-
tuting (2) into (6) yields
248

Re,m E Gry Grv N W -
NRY. = ) b) 71 G1y Noc bLe Ky
(S )N R;*Rl ( Noc v CTTR Q’RT Nol LI Ke WSs 7
2*49g
— H Rcl"‘ Wes
%rfz wks

where for convenience H is defined as the term in brackets in (7).

Equation (S5) can be solved for (SNR)N yielding the one reasonable

[ +/|+ 4Ty Wseol *

- (sNR), = Pt ). (8)

2Tx Wss ot
(SNR),

root given by

Using (8) in (7) yields
2 T Wsg X

2491 2+2c Wesg (SN o
RI = Rc,n H (9)
V\}SS l+ﬂ+ L}T:.Wss o
BLsNR),
Denoting the minimum interceptor SNR as (SNR), m ¢ (9) yields the
maximum intercept range, '21,'4\ as
2T1Wss ol
2Ry 24l wWeg (SNRY m
Riu = Rem H (10)

Wss T
|+ /|+ HTxWss &

B (SNR) o,m

TR ITTET TN
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i ' This general expression describes the intercept range as

y it depends on propagation modes (through II and Qg ), the maximum

communication range ( K¢,Mm )}, the communication baseband modulatior

] and error control (through (Eo/Nec)m ). the antenna gain (through

| H ) and the spread spectrum modulation through the remaining terms
in (10).

i From the quadratic term in (10), the dependence of the

VA maximum intercept range on the spread spectrum bandwidth depends

on the value of time - bandwidth product ( Ty Wss) achieved at the

interceptor. The critical value is given by

Q(SNR)om

. (Tawss) = 2 11

g ‘o

' When  Tg Wsg >> (T Wss)o + (10) becomes

. 2421

Q Ry = Ri".f‘ o Wee B Tz wss ) (12)

e v Wss (SNR)o,m )
where ( Tx W )L denotes that Ti“és is large. This corresponds Ef 3

’ to (SNR),,, being small resulting in quadratic receiver behavior in .. 9

: 1
. z

which (SNR), =Q (SNR) | ( Ty Wss ) . When 1¢ TyWgg €0 (T Wss ), » :
(10) becomes

? 2+42 24

R 1 — R Qc H V\/BR O((TIWSS\S

N LML = Rem 7 (13)

) (SNR) o,m

.

..............................................................................
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d where ( Tx Wg )¢ denotes that TriWss is small. This corresponds

-

.
»

v

r

to (SNR),,, being large resulting in linear receiver behavior in

which (SNR), = & (SNR),, (Ty Wi

1

A

"y

LA

BN, e,
- 51{"#_'- Y ."‘.'v'f"

]

)g
When the spread spectrum, LPI signal design limits the inter-

cept integration time to the special value

PGNR) g m :

TIO - —
qqz Wss (14)

the maximum intercept range is given by

A
2481 RZ*tfc Weg 27-
I,m = Rem H (15)
Wss +\{2
e Since the minimum reasonable value of ( TrWss )g is unity, (13) T

yields the minumum, maximum intercept range

2421 r 2373

Wie «
R:Imm Max = RC;H H

Wss  (SNR)o,m

(16) T

This is the intercept range for the minimum integration time of '/“/ss .
Using (16) in (12), yields the maximum intercept range for T

quadratic intercept performance for larger values of Ty W;ss

{
BUSNRYo,m (Trwes) | 22tLq)

RI,m,S =R 1, minMax

From (17), it is apparent that the maximum intercept range for small ._
values of (SNR),; is potentially considerably larger than the R

intercept range for large values of (SNR)M .

A-6 T
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ANALYSIS OF POWER CONTROL

From (3) the communication receiver achieves a value of

energy-per-bit-per-noise-power-spectral-density equal to

Ev _ Pr G Grr 3} Ke a8 E':'_.'

Now suppose that the transmitted poWer at the communication trans-
mitter ( Pr (R) ) is controlled such that out to the maximum
communication range, Rcvp\  the value of Eb/uoc remains constant

at (Eb/uoc )m - This requires that {':;’.:Z

(19) RS

(Eb ) - PrR) Gt Grr W Ke
m

Noc R‘?’I‘- wee (4m)* Le .. A
Comparing (19) and (4) yields
RZ+§Q
- <
PR = P; —E (20)
<M

which assumes there are no obstacles to propagation not accounted
for by the propagation model.

Under power control, the communication receiver receives
the minimum required Eb/“ioc at all ranges, not just at the maxi- ftff
mum communication range. Hence, when the communicators use power
control, the intercept range depends on the actual communication

range - not the maximum communication range. 1In particular for




power controlled communications as defined by (19), (10) becomes

T3 Wss «
Rz*‘ql 7.+2g H WBB (SuR) o,m
= K¢ — (21)
I,M Wss |+ /H— QG Tx Wss WL
P(3NR)o,m

Likewise egquations (12), (13), (15) and (16) can be rewritten sub-

stituting the actual communication range, Rc, for the maximum com-

munication range, Rc,um .
When power control is used it is a simple matter to derive

contours in two spatial dimensions.pof constant integration time

needed to achieve a certain value of (SNR), for the case when all
propagation is free space; i.e., L1 = £, = O . For other cases,

these contours have yet to be reported in the open literature.
DISCUSSION

From (12), we see that for the desired case from the point
of view of the LPI signal designer, i.e. (SNR)"J<< | , an increase
in spread spectrum bandwidth (W;s ) results in less reduction in the
intercept range than an egqual increase in the antenna gain ( Gy ).
A radiometer may permit intercept at greater ranges than linear receivers. "ii

From (15), when the interceptor integration time Yy is
restricted to Tyq as given by (14), increases in the spreac spectrum
bandwidth ( Wss ) and the antenna gain (Gyg) have the same impact
on the intercept range.

From (13), when (SNR),, %! , since T3y = )4455 , increases
in the spread spectrum modulation bandwidth, Vdss , and the antenna
gain (Gyp) have the same impact on the intercept range. .

Generally speaking, a change in antenna directivity by a ﬁiﬁ
certain factor results in at least as much reduction in intercept N
range as achieved by an increase in spread spectrum bandwidth by
the same factor. This of course assumes that the intercept receiver

is not in the main lobe of the transmit antenna.
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TABULAR DATA FOR AIR-TO-GROUND INTERCEPT R

PERFORMANCE AS A FUNCTION OF INTERCEPT RECEIVER ANTENNA GAIN -

-TABULAR DATA-

(for Figure 3.2.b)
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TABULAR DATA FOR AIR-TO-GROUND INTERCEPT

LINK SIGNAL-TO-RECEIVER SENSITIVITY vs. ANTENNA HEIGHT

(for Figure 3.3)
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PROGRAM QUTPUT DATA FOR 100 Watt ERP

INTERCEPT ANTENNA HEIGHT (ft) SIGNAL-TO-RECEIVER SENSITIVITY @ 1 MILE(dB) \\‘:
10 9.31 R
20 11.88 o~
30 13.56
40 14.53
50 15.19 e
60 Losses are computed by the "ITM" 15.75 “
70 Diffraction Loss equation 16.16 j.j'-
80 16.52 o
90 16.85 G
100 17.15 o
110 17.42
120 17.90
130 19.65 o
140 21.44 .c s
150 Losses are computed by the "ITM" 23.28
160 Line-of-Sight Loss equation 25.16 e
170 27.07 g
180 29.03 .-
190 31.03 y
200 33.06
210 35.14
220 37.24 ~e-
230 39.39
240 41.56
250 43.77 -
260 46.02 ~e
270 46.37 R
280 46.37 :;';'.;
290 46.37 NN
300 46.37 T
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e PROGRAM OUTPUT DATA FOR 10 WATT ERP ;i'T:E

2 INTERCEPT ANTENNA HEIGHT (ft) SIGNAL-TO-RECEIVER SENSITIViTY @ 1 MILE(dB)

10 0

E. 20 1.88
= 30 Losses are computed by the “ITM" 3.56
- 40 Diffraction Loss equation 4.53
Ef- 50 5.19
- 60 5.75 S
F 70 6.16 S
80 6.52 L
6

7

7

7

9

90 .85
100 .15 S
110 .42 2o -4
120 .90
130 .65

140 11.44 o
150 13.28 -
160 Losses are computed by the "ITM" 15.16 S
170 Line-of-Sight Loss equation 17.07

180 19.03
190 21.03 -
200 23.06 T
210 25.14
220 27.24 RN
230 29.39 ~—d
240 31.56 S
250 33.77

260 36.02 o
270 36.37 ~ e
280 36.37 o
290 36.37
300 36.37
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TABULAR DATA FOR GROUND-TO-GROUND COMMUNICATION LINK
PERFORMANCE AS A FUNCTION OF ANTENNA
POLARIZATION FOR AN OPERATIONAL FREQUENCY
OF 50 MHz
(for Figure 3.4.a)
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TABULAR DATA FOR GROUND-TO-GROUND
COMMUNICATION LINK PERFORMANCE AS A FUNCTION
OF ANTENNA POLARIZATION FOR AN OPERATION FREQUENCY OF
300 MHz
(for Figure 3.4.b)




W ' TR s 3 (A R ‘. .
N
4
b > ....._
. : | .
r ‘
F. ;
F, 61°81 66" 6€ RcCZal AS°9 -
y, vl-6l LY BLE 63101 o069 .
L, 221 910 £y Ge (6001 069 A
a vi-e 62718 /1768 ui oAt [ TLANN 4
. £2°S Ly 22 06 48E 61766 [ARYI ‘.
s VS L [L°EZ v 8e L1786 g0ty
N AN A €152 88 °8L 17 /6 AR R
¥ 9g°€1 vL°92 J1°8E L7 4H oI OO .0
ﬁ. 6v° 91 8G6°8¢ 687 /€ 23120 Y By C ‘.
B £9°07 8L QE 6G°LE SL°.6 09" e A
68§ ¥65° €€ €€ LE G9° 1,1 2671 ._
& 61 ¢t £ LE A LE €104 Byl N
. 255y 19°E¥ 4 9g g1 U3 050 -4
- -
3 .
2 (A1iNA11ISUDS JBA12D9Y dA0qe gPR) (arm (apy (SO 1wy
. uo}yebedouy uo} vtedouay uopyelrdoay L
"; yi4no4-y pascnbg-y paJeniig.y R ES | cass0 d
: punoJy punous aoeds wouy Suwdx3 dnudg voa ) arueysiqQ
< AIIALIISUBS 4B3A1BIIY-0~ —m:m*n 1
Y 4
w‘-.. .M
W. wxxyxn NOILLYZIYVIOJ VNNILNV TVITLIHIA HLIA CHRWO »xxxxsx
v,..
- a3a33N ST wWap 28° L0710~ 40 ALTATITZHAS YIATADINH v O
ﬂ. 1NdNI d3AI1323¥ 3HL Lv Jp AL EI 40 4NS dId10n0JY 3INL 0L 4nd o~
L - @
) N3ISOHD NJI38 SYH ¥iva@ d3IAT1333N SNOLLVIIHAWWOD
.
hﬁ goAAZ = YLT1Q ATLIHVYEVd HIVAETL
" a0t = INIIDTI4303 ALIAILIOVE3II4 1DV 3dns
X ar pg-o1 = JAN9TA IS10H ATIATID Y HOT LV LNNWKWOD ;
ﬁA_ ZHW A" 2 = 75001 ¥dIA1323Y LdIDHIINI "
S ZH GO EOOSZ = HIAIMAGNVE HOLLATO . 14 A1AT)3d 141DU3INI S
J,, LRI 1" S = HLGUAGNYY i aldTd av3dds b
v ZH @P°PRASZ = HLATAUNVE NOIINT0SIY &1ATIDT [ NOTLVIENMWWOD K
ap gu’9 = NI 4 ISTON 41411074 111D d3INT ]
L Ay 82 = ALIATELTIWNIA S
b wyoywm 2 g = ALIALLINANODD &
L P gs° e = $3%507 INIT NOISSTHSNVAL -
< @@ PEGT = 1ON00dd HLATMANYE- 1k L YIAT 1D3Y 14183 LNI .,
099 = YNNJIANV YILLIWSNVEL 31l 40 NOI1D3¥Ia Il NI NIV WNM IINV ¥IAT11D3Y 14IDUIUNI . AN
091 = VNNILINV YIATIDIY L4IDUTLNT IHL 40 NOa Ly DTG L NT NV YNNTHLHY 4111 TWSNV YL X
gP"E = YIA13IDIY ANIT NOILVIINIIHWOD 3IHL 40 NOtlioldld L NI NIVD VNNIIHY d1tLUWSNVAL Y
. ZHW D g = ,J_qzsdzm A
. A ST NOILIVZIEvINd YNNIINY o]
Vo a0 a1 = IAdNT ATATIDIY LdIDUItHT IHL LV cuL_:qu AND ﬁ
v goc el = INANT WIATADTY NOLLVYDINAWHOD 3L 4V 4341nb3Y dusS B
. L4 #4049 = LHOT3IH YNNILIMV dIA13D03d LJd3DUTINI M
.- 14 A a1 = JH9I3H YNNILNY 20AT3ID TS NOTLVIINNKWHOD 3
. 9" € = WILLIWSNVYL 3IHL 40 NOILDIWIQ 3HL N1 NIVD VNNILNVY A.0AT3IDIA MOTLYIINQKKHOD =
- g U< = §S07 HIAIIDT {1 NGILVYIINAWWOD N
' SIIEM GO A01 = ddl YILLIWSNVYL E
' 14 98° 921 = IH9T3IH VYNNILNV YILLIWSNVIL 5
. ]
.4
" ._ . ! ! °q
ce s ~ .
" “q




~

w .

LA ARI Al ks i At e n Ay faa Wl At e o b el T St il A b T~ Ak Sl Ml

L.

<Y
.

ST It =N B DOONONANNTU T et AN
..c'\mr\—-m‘“v:rm:.“::% LML w
=

e e s . Y .

hwmvemN~~QmmmwhhwmmvvmmNN—wa

ottt Gt ot e gt oy ot

O Mt e TRANND = GNOANKNN D=L D DD
TN TN O =N ,RINERNDNNES SO -
e e e e e et e e et e e e e e e e e e e e
P 2o NN =, RE R T T T I XN I
(SRt REs s RV RIcRE2 Uy RO RVP RV o Vo RVoRVo Vo REp RToRTo RV RSl - R S Tl i

LT DN N ORI NS 2y =
CLONROAR MO0 =L~ ~DNNNRNN®
N [
QQG-—~—NNNNmmmmvvvvmmmmwwwhNNN
TTR I CII YIRS ISR ST

[l ek R T R B 4 SOINTMNANN
BO=NNI=LT™M N D YN
[REREc R et RE-RE- REL ————ltr,
Tozzazmo=sc - —
-ttt ot ot — -t ot o o b ot et g

L[N 2RO
VRIMDAIINRLOINIVALRNDINE LT NI N
DONER~=~INOOMITRNWOONNDDDOCT T D~
i i i R Y M T T

L RPN AN R T

P PP PR PR O AP PR PR PR VR, PR

LMD AR SN A

20t a

ok

FEVEVEVE VWY




el At o

-

-

v

v

P _and g

L s o

A

AN A

T

o,

L4

L 2

)

a8l vi ngCav coant

61 £8 18°6¢E 69° 101

g1 v ez 65 559°6€ €6 "Nl

r4- AR £1°1e v e 6€ LA TNt

11°5 1£°22 1 %3 T 6E 6H1°h6

4 a9 e G 9/° 8¢ L1786

19°01 NS 1919 6V 8E 189 /6

S6° 721 c9°92 SN v9 o ug L9 0hH

8E 91 /[v°82 vy-9 /67 LE 8 th

25° 82 [£9°@E 28719 mLoLE ST . 0

8L°G¢ vV EE 487w vv-oLE S9!

6Q°EL 20T LE LA ZA LU LE €179

6E°SY 149°€y P4 AT 16°9¢ a1 o
(A31A111SUBS 4DAL13DDY dA0qe gp} (apP) (ap) (sajtw)

uo|yebedoay uoyirfivdoay uoavrl-rdoag

yid4no4-3y po.arnbg-y padJcnl.r CDSS0T €960

puno 4y PUNIC 4 acedg vwody c¢oox3] oreds 8244 asrueisig

A3LALIISUAS J0A13D9Y-0Y-Leubtg

wxxxx NOILVZIYVIOd VNNILNYV TVAINOZIUYOH HITA SWWOI wxxxxx

HAS HAATIADIY ¥
03d it oL Ing

11a33aN <3 map 2@ /01— 40 ALTY

ATLTS
LNdNT YIATIIIH 3IHL Lv 4 @87 &l 40 ¥NS ad3dln

N3IS0HD NI39 SYH Viva Y3IAI3ID3d SNOILVILNNWWOD

ge AN = VL1140 WILIWVYVd NIvHEIL

A DFE = IN1ID144300 ALIATLIVEIIN 3Iv4ANS

ar ee° ol = 300914 ISION ¥IATIAD 1A NOTLVILNMWWOD

ZHi 08¢ = 5507 3412413234 1432¥3LINI]

ZH @@ ABASZ = ILLATAANYE NOTLNTO. 1d YIAIIDIA 143DUTINI

ZiW pE PAT = HIOIAONYS HNY1D]d45 avV3ddS

ZH OO PPASZ = HLAIAINVE NOTLNI10SId dTATIDIH_NOILVIENAWWOD

gP G 9 = JYNII4 ISION dIAI3IDAY 143DUTUINI

PRS2 = ALIA1L1iW¥3d

wyoyw zZg-'@y = ALIATLIONANOD

far 859 = $1SSO07T 3INIT NOISSIWSNVHL

go aEAY = 10n00dd HLQITMONYS- IWIL ¥3ATID3Y 1d43DYIUINT

g9 = YNNILINV dILLIWSNVEL TiL 40 HOTLD3¥I0 101 NI NIVD VNN.ILNV AIATI03d 143D4IINI
29" 1 = YNNIINV ¥3IATID TN LdIDANTLNI IHL 40 NOILHI14I0 IHL NI NIVD VNN ILNY YILLIWSNVHL
gY° € = WIA13DIY AINIT NOILVOINNWWOD 2IHL 40 NO1LDI¥IG IHL NI NIVD VHN TINY D41 IWGNY YL

ZHW 90 ¥PE = AININDIYJ
H ST NOILVZIYV1I0d VYNNILINV

%1 = INGNT SIAT3DIY J4IDUILNT WL LY QI d10DTY HNO

g€l = INdNT ¥3A1323Y NOILVIINANWWOD 3HL LV 03IYINODIY¥_UNS

14 20° 09 = LHOTIN YNNIINV ¥IATIDIY LJIDUTLINI

13 9981 = LH9T3IH YNHILNVY 43AI3IDId NOILVIINOHWOD

BO°'E = YILLIWSNVYL 3JHL JO NOTLD3I¥IQ IHL NI NIVO VNNILNV ¥3IAI3DIY NOILVIINNKWKWOD
ap #0° ¢ = $S01 ¥YIAI3D3IY NOILVIINNWWOD

SIIEN 4O AN = d44¥3 Y3LLIWSNVIL

14 98701 = LH9I3IH VNNILNV YILLIWSNVIL

B-28




A i e S

T

<

-

.

jhaspin

~

ST ™M

ST 2N =N g ON ST CTIMNNNADm O =Dy

.

ey

ISINRMIODONN

~
.

DRt —— L,
e e e ————— e -

-
~.
Pl
==ie

TI NN AN =

—

.

™
-~

ey

A achen -4

NONDUNDS WS N =M

S g -
[Ty P e N to i og¥el

cy
£y
v
v
14 4
v
v
194
iv
Iy

-~

T
23
-

MO OMIN=~ROACDDONIOINITLIMMIMNN~—RR®R

DM~ RPN D= SN
DIV D~ T —N
NN~ DD
QU—NND~DIM

[

oy gt ot gt ot i o ot ot

—_

Thrg
Ll
ARENY D
‘Ul
THal
AN
A
9|
9gn 1
901
G0
G0l
vl
Tl
vl
i

- -

B-29

e
NN

eeiealien]

-ttt ot Pt it G gt b g e B et it et d Gt onh | St

SN

OERN~=NIOMeT DD

.

R g
=




NSRS (e e - s A i i Nt S e el f._T_‘L}".‘\ P ARt e vl v Reltn i i S PhA A Y

TABULAR DATA FOR GROUND-TO-GROUND COMMUNICATION
LINK PERFORMANCE AS A FUNCTION OF THE CENTER FREQUENCY OF OPERATION
(for Figure 3.5.a)
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AND AIR-TO-GROUND (GROUND R-SQUARED) INTERCEPTLINK
PERFORMANCE AS A FUNCTION OF THE CENTER FREQUENCY OF OPERATION

(for Figures 3.5.b and c, respectively)
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AND AIR-TO-GROUND (GROUND R-SQUARED) INTERCEPT LINK
PERFORMANCE AS A FUNCTION OF THE DSE BANDWIDTH
(for Figures 3.6.a and b respectively)
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TABULAR DATA FOR GROUND-TO-GROUND (GROUND R-FOURTH) !—*—-

AND AIR-TO-GROUND (GROUND R-SQUARED) INTERCEPT LINK S

PERFORMANCE AS A FUNCTION OF TRANSMIT POWER
(for Figures 3.8 a and b, respectively)
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TABULAR DATA FOR GROUND-TO-AIR COMMUNICATION LINK A
PERFORMANCE AS A FUNCTION OF SURFACE REFRACTIVITY COEFFICIENTS no
(for Figure 3.9) o
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